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Software Flaws
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Software flaws

Author: Prof Bill Buchanan

Non-intentional. These can be:

· Validation flaws. The code fails to check for valid input data.

· Domain flaws. This is where data leaks from one program to 

another.

· Serialisation flaws. This is where data changes while being 

passed from one program to another.

· Identification/Authentication flaws. This is where there is a 

lack of identification for processes or users.

· Boundary condition flaws. This is where resource access is 

not checked, and can thus allow an external hacker to use up 

resources.

· Logic flaws. 

Intentional. This can either be caused by malious 

code (such as a Trojan or back-door programs).

Trap-door

Bug
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Best practice

Principle of least privilege

Processes and scripts 

should run with the least 

privilege possible, to 

minimize damage

Defence-in-depth

Checkpoints should be 

added for authentication 

and authorization at 

software interfaces, and 

interfaces within modules.

Never trust user input

All user input check be 

checked before it is used. 

This includes checking for 

correct number/string 

format, including valid 

characters.

Use secure defaults

Sometimes developers 

encounter security 

problems in running and 

applications. It is important 

that these are fully tested 

before reducing the 

security.

Never rely on obfuscation

Obfuscation of code just 

makes it more difficult to 

determine its operation. If 

an intruder wants to “crack” 

a program, then normally 

can, so other methods of 

securing the code should 

be employed.

Authenticate at the front-end

In terms of resources, it is 

often better to 

authentication at the front-

end rather than the back-

end

Never trust external systems

External systems should 

always be seen as a 

potential risk, and should 

never be fully trusted.

Reduce Surface Area

This should minimize the 

information that can be 

accessed from outside, and 

to handle errors in a 

graceful way.

If it’s not used … disable it!

Any services which can be 

accessed can be 

compromised, thus, if they 

are not needed, they 

should be disabled.

System is only as secure as 

the weakest link

The overall security of a 

system is only as strong as 

its weakest link.

Based on Microsoft ASP.NET Good Practice Guide Author: Prof Bill Buchanan

Defence
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Where are we now?

Software 

Applications

Author: Prof Bill Buchanan Author: Prof Bill Buchanan

Operating 

System

Hardware

Software 

Services

System DLLs Drivers

DLL Hell. This is where DLL can be 

replaced with incorrect ones, such as 

being overwritten with malious ones or 

wrong version

Binding to OS. Some applications are 

bound to the OS version, and do not 

work with other OSs or versions.

Direct running. Software applications 

run directly on the hardware, and can 

thus affect other applications.

Bind to hardware. Often application 

programs are compiled to a certain 

hardware/architecture.

Direct driver calls. 

Often applications are 

created and directly 

call drivers, which 

causes incompatibility 

problems.Poor decoupling 

between applications

DLL/driver baggage. 

Many applications bring 

large amount of their own 

DLLs.
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The future?

Software 

Applications

Author: Prof Bill Buchanan Author: Prof Bill Buchanan

Operating 

System

Hardware

Software 

Services

Software 

Applications

Software Framework/Run-time 

Environment

(.NET/Java)

Hardware

Software 

Services

Applications are independent of the hardware 

and run within the framework. The framework 

manages their operation, to make sure they 

do not damage the system or other 

applications

Current (Thick client and 

applications compiled for 

the hardware)

Software 

Applications

Web server

Server hardware

Software 

Services

Future (Thin clients and 

Intermediate Code)

Web 

browser
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Keeping Code Secure
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Code to EXE

using System;

namespace simple

{

class Class1

{

static void Main(string[] args)

{

string name;

System.Console.Write("What is your name?");

name=System.Console.ReadLine();

System.Console.WriteLine("Hello " + name);

}

}

}

EXE
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Reverse engineering a program

Compile

program

Run

program

F:\docs\src\simple\test>dir
 Volume in drive F has no label.
 Volume Serial Number is 2886-0553

 Directory of F:\docs\src\simple\test

25/07/2008  01:20    <DIR>          .
25/07/2008  01:20    <DIR>          ..
28/01/2007  17:06               437 simple.cs
               1 File(s)            437 bytes
               2 Dir(s)  113,418,530,816 bytes free

F:\docs\src\simple\test>csc simple.cs
Microsoft (R) Visual C# 2008 Compiler version 3.5.21022.8
for Microsoft (R) .NET Framework version 3.5
Copyright (C) Microsoft Corporation. All rights reserved.

F:\docs\src\simple\test>dir
 Volume in drive F has no label.
 Volume Serial Number is 2886-0553

 Directory of F:\docs\src\simple\test

15/09/2008  16:37    <DIR>          .
15/09/2008  16:37    <DIR>          ..
28/01/2007  17:06               437 simple.cs
15/09/2008  16:37             4,096 simple.exe
               2 File(s)          4,533 bytes
               2 Dir(s)  113,418,526,720 bytes free

F:\docs\src\simple\test>simple
Program to determine the square root of a value.
Enter value 1:9
Square root is:3

Run

program
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Reverse engineering a program

Run

program

Run

program

Reverse

compile

F:\docs\src\simple\test>exemplar simple.exe > list.cs

F:\docs\src\simple\test>dir
 Volume in drive F has no label.
 Volume Serial Number is 2886-0553

 Directory of F:\docs\src\simple\test

15/09/2008  16:38    <DIR>          .
15/09/2008  16:38    <DIR>          ..
15/09/2008  16:38               451 list.cs
28/01/2007  17:06               437 simple.cs
15/09/2008  16:37             4,096 simple.exe

F:\docs\src\simple\test>type list.cs
namespace simple {
        class simple {

                [STAThread]
                private static void Main(string[] args) {
                        double local0;
                        double local1;

                        Console.WriteLine("Program to determine the 
square root of a value.");
                        Console.Write("Enter value 1:");
                        local0 = Convert.ToDouble(Console.ReadLine());
                        local1 = Math.Sqrt(local0);
                        Console.WriteLine("Square root is:" + local1);
                }

                public simple() : base() {
                }
        }
}
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Disassembler
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Dotfuscator
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Obfuscation
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What does this program do?

#include <stdio.h> main(t,_,a)char 
*a;{return!0<t?t<3?main(-79,-13,a+main(-87,1-_, 
main(-86,0,a+1)+a)):1,t<_?main(t+1,_,a):3,main(-
94,-27+t,a)&&t==2?_<13? main(2,_+1,"%s %d %d\
n"):9:16:t<0?t<-72?main(_,t, "@n'+,#'/*{}w+/
w#cdnr/+,{}r/*de}+,/*{*+,/w{%+,/w#q#n+,/#{l,+,/
n{n+,/+#n+,/#\ ;#q#n+,/+k#;*+,/'r :'d*'3,}{w+K 
w'K:'+}e#';dq#'l \ q#'+d'K#!/
+k#;q#'r}eKK#}w'r}eKK{nl]'/#;#q#n'){)#}w'){){nl]'/
+#n';d}rw' i;# \ ){nl]!/n{n#'; r{#w'r nc{nl]'/
#{l,+'K {rw' iK{;[{nl]'/w#q#n'wk nw' \ 
iwk{KK{nl]!/w{%'l##w#' i; :{nl]'/
*{q#'ld;r'}{nlwb!/*de}'c \ ;;{nl'-{}rw]'/
+,}##'*}#nc,',#nw]'/+kd'+e}+;#'rdq#w! nr'/ ') 
}+}{rl#'{n' ')# \ }'+}##(!!/") :t<-
50?_==*a?putchar(31[a]):main(-
65,_,a+1):main((*a=='/')+t,_,a+1) 
:0<t?main(2,2,"%s"):*a=='/'||main(0,main(-61,*a, 
"!ek;dc i@bK'(q)-[w]*%n+r3#l,{}:\nuwloca-O;m 
.vpbks,fxntdCeghiry"),a+1);} 
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Obfuscation

On the first day of Christmas, 

my true love sent to me 

A partridge in a pear tree. 

On the second day of Christmas, 

my true love sent to me 

Two turtle doves, 

And a partridge in a pear tree….

Elimination of all whitespace. 

Use of conditional and list expression instead of the more 

familiar if-then-else statement and statement blocks. 

A simple encoding of the poem's strings.

Encoding of multiple "functions" into the single function main 
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Renaming

Identifier Renaming

This involves renaming all the classes, methods, and fields to short names, 

or even non-printing names

Author: Prof Bill Buchanan

C:\netwsims>exemplar mainemulators.exe
namespace ☺ {
        public class ☺ {
                public ArrayList32☺59
                public ArrayList32☻59
                public string32☺59
                public ArrayList32♥59
                public string32☻59
                public ArrayList32♦59
                public string32♥59
                public ArrayList32♣59
                public string32♦59
                public ArrayList32♠59
                public string32♣59
                public ArrayList32♫59

namespace Emulator {
        public class gen_switch {
          public ArrayList32logging59
          public ArrayList32level5Commands59
          public string32level5Name59
          public ArrayList32level69Commands59
          public string32level69Name59
          public ArrayList32level39Commands59
          public string32level39Name59
          public ArrayList32level16Commands59
          public string32level16Name59
          public ArrayList32level17Commands59
          public string32level17Name59
          public ArrayList32level25Commands59
          public string32level25Name59

Before After
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Obfuscation

String Encryption

A standard way that many “crackers” work is to search for key strings within 

a program. String encryption is used to encrypt strings through an 

encryption method, so that they cannot be search for.

Flow obfuscation

This involves scrambling the flow of the program, so that it is difficult to 

determine its actual operation.
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`

Demos

View demo of Obfuscation

View demo of Obfuscation2

http://buchananweb.co.uk/obf01.htm

http://buchananweb.co.uk/obf02.htm
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`

Example

using System;

namespace simple

{

class Class1

{

static void Main(string[] args)

{

string name;

System.Console.Write("What is your name?");

name=System.Console.ReadLine();

System.Console.WriteLine("Hello " + name);

}

}

}

EXE
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`

Example

Classes

have been

renamed

Variables

have been

renamed
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Example

Classes

have been

renamed

Variables

have been

renamed


