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Pen Testing

Technical Scan

For Vulnerabilities
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(eg Human)

White 

Hat
White Hat

Adversarial Role

· Social Engineering.

· Password Cracking.

· Data Theft.

Automated Testing

· Port scanning.

· Malware detection.

· SQL Database Exploits.

Adverse Disclosure

Service Availability

Business 

Disruption

Damage to or 

Modification to 

Assets

Fraud/E-Crime

Reputational 

Damage

Legal and 

Regulatory Censure

Risks

Malware

Hacking

Social

Misuse

Physical

Error

Environmental

Threats

Internal

External

Trusted Partner

Actor







V
u

ln
e

ra
b

ili
ty

T
h

re
a

ts

Author: Prof Bill Buchanan

NESSUS Scanner

Nessus policy definition

Nessus Scan report
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