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Threats

Visual spying

Eavesdropping

Mis-

representation

Logical

scavenging

Authorization 

attack

Trap-door

Interference

Physical 

removal Spoofing

Trojan horse

Logic bombs
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Threats: Visual spying/misrepresentation

Visual spying. This 

actual physical viewing 

a user’s activities, such 

as their keystrokes or 

mouse clicks.

Visual spying

Misrepresentation. 

This involves the 

actual deception of 

users and system 

operators.

Mis-

representation
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Threats: Visual spying/misrepresentation

Eavesdropping. This 

involves intercepting 

communications.

Eavesdropping

Logical scavenging. 

This involves 

scavenging through 

discarded media.

Logical

scavenging



A
u

th
o

r:
B

ill
 B

u
c
h
a
n
a
n

A
u

th
o

r:
B

ill
 B

u
c
h
a
n
a
n

T
h

re
a

ts
F

u
n

d
a

m
e

n
ta

ls

Author: Prof Bill Buchanan

Threats: Interference/Physical attacks

Interference. This 

involves the actual 

interference of 

communications, such 

as jamming 

communications, or 

modifying it in some 

way.

Interference

Physical attacks. 

This involves an 

actual physical attack 

on the hardware.

Physical removal. 

This involves the 

actual physical 

removal of hardware.

Physical 

attacks

Physical 

removal



A
u

th
o

r:
B

ill
 B

u
c
h
a
n
a
n

A
u

th
o

r:
B

ill
 B

u
c
h
a
n
a
n

T
h

re
a

ts
F

u
n

d
a

m
e

n
ta

ls

Author: Prof Bill Buchanan

Threats: Spoofing/impersonation

Spoofing. This 

involves the 

spoofing of 

devices.

Spoofing

Bob

Eve

Impersonation. This 

involves the 

impersonation of a 

user/device.
Hello… 

I’m Bob! Hello… 

I’m Bob!

Hello… 

I’m Bob!

Hello… 

I’m Bob!

Im-

personation

I’m a nuclear 

scientist
I’m a brain 

surgeon
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Threats: Piggy back/network weaving

Piggy back 

attacks. This 

involves adding 

data onto valid 

data packets.

Piggy back

Network weaving. 

This involves 

confusing the system 

onto the whereabouts 

of a device, or 

confusing the routing.

Network

weaving

Hello… 

Hello… Goodbye

A virus has 

piggybacked 

onto an email
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Threats:Trojan/logical bomb

Trojan horses. This 

involves users running 

programs which look 

valid, but install an illicit 

program which will 

typically do damage to 

the host.

Trojan horse

Logic bombs. This 

involves the installation 

of a program which will 

trigger some time in 

the future based on 

time or an event.

Logic bombs

The email contains a 

Trojan virus

Best project ever!

Click here
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Threats: Worms/viruses

Malevolent worms. 

This involves a worm 

program which mutates 

in a given way which 

will eventually reduce 

the quality of service on 

the network, such as 

using up CPU 

resources or network 

bandwidth.

Viruses. This involves 

attaching program 

which self replicate 

themselves.

Worms

Viruses
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Threats: DoS/DDoS

DoS

Continual requests for the 

service, such as requesting 

large files from a Web server

Firewall

Web

Server
FTP Server

End-source DoS. Exhaust the 

services on a server.

Network bandwidth DoS. 

Exhaust the network bandwidth.

Bob

Eve

Eve

Eve



A
u

th
o

r:
B

ill
 B

u
c
h
a
n
a
n

A
u

th
o

r:
B

ill
 B

u
c
h
a
n
a
n

T
h

re
a

ts
F

u
n

d
a

m
e

n
ta

ls

Author: Prof Bill Buchanan

Threats: Inference

Inference. This involves exploiting 

database weaknesses using 

inferences.

Inference

For example … the marks for 

any student is not allowed, but 

the average a number of 

students is allowed.

Query: Average(Bob,Alice) -> Av1= (B+A)/2

Query: Average(Bob,Eve) -> Av2= (B+E)/2

Query: Average(Alice,Eve) -> Av3= (A+E)/2

Av1-Av2=(A-E)/2

Av1-Av2+Av3 = (A-E)/2+(A+E)/2=A

Alice’s mark is Av1-Av2+Av3

EveBob Alice

Mark:

10

Mark:

20

Mark:

30

Av1=15

Av2=20

Av3=25Alice’s mark=Av1-Av2+Av3=15-20+25=20
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Threats: Covert channels

Covert channels. This involves hiding data in valid 

network traffic. 

Timing channel. Transmit with relative timing of 

events.

Storage channel. Modify an object (such as adding 

to network packet headers).

 

Covert 

channel

Eve

Bob Alice

Goodbye!

IP Src: 10.0.0.1
IP Dest:192.168.0.1
TTL: ‘o’

hello

IP Src: 10.0.0.1
IP Dest: 192.168.0.1
TTL: ‘G’

Eve reads the data packets, and the 

message seems valid, but the message 

“Go” is hidden in the packet headers.
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Threats: Active attacks

Active attack

Active attack. This entering incorrect 

data with the intention to do damage to 

the system. 

Possible buffer 

overflow attack 

where the intruder 

tries to put incorrect 

information into the 

page
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Threats: Authorization attack/trap door

Authorization 

attacks. This 

involves trying to 

gain access to a 

higher level of 

authorization than 

is valid for the user, 

such as with 

password attacks.

Trap door impersonation. This 

involves the creation of pages or 

login screens which look valid, but 

are used to gain information from a 

user, such as their bank details, or 

login password.

Authorization 

attack

Trap-door
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Threats: Authorization attack/trap door

Trap-door
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Threats: Authorization attack/trap door

Trap-door

C:\>nslookup 218.38.30.15

Name:    ns.thundernet.co.kr

Address:  218.38.30.15

Valid looking email 

address (spoofed!)

Valid looking URL

(but links to different

Site)
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Threats: Interference/Physical attacks

Trap-doorMicrosoft Mail Internet Headers Version 2.0

Received: from mer-w2003-6.napier-mail.napier.ac.uk ([146.176.223.1]) by 

EVS1.napier-mail.napier.ac.uk with Microsoft SMTPSVC(6.0.3790.1830);

 Wed, 18 Jan 2006 00:17:45 +0000

Received: from pcp0011634462pcs.ivylnd01.pa.comcast.net (Not 

Verified[68.38.82.127]) by mer-w2003-6.napier-mail.napier.ac.uk with 

NetIQ MailMarshal (v6,1,3,15)

id <B43cd89280000>; Wed, 18 Jan 2006 00:17:44 +0000

FCC: mailbox://support_id_1779124147875@ebay.com/Sent

X-Identity-Key: id1

Date: Tue, 17 Jan 2006 17:10:39 -0700

From: eBay <support_id_1779124147875@ebay.com>

X-Accept-Language: en-us, en

MIME-Version: 1.0

To: W.Buchanan@napier.ac.uk

Subject: Important Notification

Content-Type: multipart/related;

 boundary="------------020707050401080303030003"

Return-Path: support_id_1779124147875@ebay.com

Message-ID: <MER-W2003-3AM4wEzpE0000ac5c@EVS1.napier-mail.napier.ac.uk>

X-OriginalArrivalTime: 18 Jan 2006 00:17:45.0579 (UTC) 

FILETIME=[9B1173B0:01C61BC4]

--------------020707050401080303030003

Content-Type: text/html; charset=us-ascii

Content-Transfer-Encoding: 7bit

--------------020707050401080303030003

Content-Type: image/gif;

 name="arcade.GIF"

Content-Transfer-Encoding: base64

Content-ID: <part1.06020402.07040401@support_ref_32@ebay.com>

Content-Disposition: inline;

 filename="arcade.GIF"
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Threats: Authorization attack/trap door

Trap-door

Example of pressure 

phishing

Example of worry of 

security problems
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Threats: Authorization attack/trap door

Trap-door
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