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Four Vs of Big Data

V- Velocity

[Speed of data generation]

V- Veracity

[Trustworthiness]

V- Volume

[Scale of data]

V- Variety

[Different forms of data]

Intrusion 

Detection 

System

Firewall

Router

Proxy

server

Email

server

Web

server

FTP

server

Switch

Alice

Management report

Sales analysis

Targeted marketing

Trending/Correlation
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HPC

1997: Deep Blue deep 

Kasparov 

2011: Watson beats 

humans at Jeopardy!

2013: Watson beats 

Cancer Specialists
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Why?

Protect users

Protect assets

Audit/

compliance

Customer trust

Shareholder 

trust

Protect data

Protect 

transactions

Detect Fraud











Risk 4: One Password Fits All

150 million accounts 

compromised

#      Count      Ciphertext                      Plaintext
--------------------------------------------------------------
1.   1911938      EQ7fIpT7i/Q=                    123456
2.    446162      j9p+HwtWWT86aMjgZFLzYg==        123456789
3.    345834      L8qbAD3jl3jioxG6CatHBw==        password
4.    211659      BB4e6X+b2xLioxG6CatHBw==        adobe123
5.    201580      j9p+HwtWWT/ioxG6CatHBw==        12345678
6.    130832      5djv7ZCI2ws=                    qwerty
7.    124253      dQi0asWPYvQ=                    1234567
8.    113884      7LqYzKVeq8I=                    111111
9.     83411      PMDTbP0LZxu03SwrFUvYGA==        photoshop
10.    82694      e6MPXQ5G6a8=                    123123

1 million accounts – in 

plain text. 77 million 

compromised

47 million accounts

200,000 client accounts

Dropbox 

compromised 2013

One account hack … leads to others

6.5 million accounts

(June 2013)
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PCI-DSS

Build and 

Maintain and 

Secure Network

Firewall. System 

passwords.

Protect 

Cardholder Data

Stored cardholder 

data. Encrypt data.

Strong Access Control

Restrict access to 

cardholder data. Assign 

unique ID for each user 

who accesses. Restrict 

physical access.

Maintain Vulnerability 

Management Program

Anti-virus. Develop/

maintain secure systems 

and apps.

Monitor and Test 

Networks

Track/monitor accesses. 

Perform security tests.

Define/Maintain 

Security Policy

Design and implement a 

policy which focuses on 

security.
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SOX

Auditor 

Independence

Public Company 

Accounting 

Oversight Board

Enron, Tyco International, 

Adelphia, Peregrine 

Systems and WorldCom.

 U.S. Senator Paul 

Sarbanes and U.S. 

Representative Michael G. 

Oxley. USA, Canada, 

France, etc. 

Corporate Tax Returns

Analyst Conflicts of 

Interest

Corporate 

Responsibility
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SIEM

Intrusion 

Detection 

System

Firewall

Internet

Router

Proxy

server

Email

server

Web

server

FTP

server

Switch

Alice

Log Aggregation: 

Data from many 

sources … 

networks, 

databases, 

applications, 

servers, etc

Correlation: Links 

events together 

into a coherent 

instances (time-

lining)

Dashboard: 

Provides an 

overview of events 

and alerts for 

analysis/response

Complaince: 

Gathering and 

reporting of audit/

compliance (PCI-

DSS, etc).

Retention: Long-

term storage of 

data for audit/

compliance

Forensic 

Analysis: Analysis 

of logs across 

infrastructure
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Logs

Local host logs

- Application.

- Security.

- System

- etc

File and 

Directories

- CRUD.

- Security 

changes.

Performance

- CPU.

- Memory.

- Threads.

TCP/UDP

- Syslog.

Registry 

Monitoring

- Key changes.

- Updates.

Active 

Directory

- User additions.

- Host changes.

- Logins

Print 

Monitoring

- Jobs.
Email

- Logs.

Remote Access

- Logs.

Database 

Access

- Logs.

Environmental

- Temp.

- Humidity.

Intrusion 

Detection

- Alerts



S
IE

M
N

e
tw

o
rk

 S
e

c
u

ri
ty

Syslog

Intrusion 

Detection 

System

Firewall

Internet

Router

Syslog

server

Email

server

Web

server

FTP

server

Switch

Alice

Buffered logging:

0 Emergencies System shutting down due to missing fan tray

1 Alerts Temperature limit exceeded

2 Critical Memory allocation failures

3 Errors Interface Up/Down messages

4 Warnings Configuration file written to server, via SNMP request

5 Notifications Line protocol Up/Down

6 Information Access-list violation logging

7 Debugging Debug messages

> enable

# config t

(config)# logging on

(config)# logging 212.72.52.7

(config)# logging buffer 440240

(config)# logging trap emergency

(config)# logging monitor emergency

(config)# logging console emergency

(config)# logging buffer emergency

(config)# clock timezone AKDT
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SIEM

Data collected 

with Cisco 

NetFlow
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SIEM

Data collected 

with Cisco 

NetFlow

Router# configure terminal
// Destination is 192.168.1.1 UDP Port: 999
Router(config)# ip flow-export destination 192.168.1.1 999
Router(config)# ip flow-export version 9
Router(config)# interface ethernet 0/0
// Monitor incoming
Router(config-if)# ip flow ingress

192.168.1.1

UDP Listen: 999

FA0/0

Egress

Ingress

Router# show ip cache flow
IP packet size distribution (1103746 total packets):
   1-32   64   96  128  160  192  224  256  288  320  352  384  416  448  480
   .249 .694 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000
    512  544  576 1024 1536 2048 2560 3072 3584 4096 4608
   .000 .000 .027 .000 .027 .000 .000 .000 .000 .000 .000
IP Flow Switching Cache, 278544 bytes
  35 active, 4061 inactive, 980 added
  2921778 ager polls, 0 flow alloc failures
  Active flows timeout in 30 minutes
  Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 21640 bytes
  0 active, 1024 inactive, 0 added, 0 added to flow
  0 alloc failures, 0 force free
  1 chunk, 1 chunk added
  last clearing of statistics never
Protocol         Total    Flows   Packets Bytes  Packets Active(Sec) Idle(Sec)
--------         Flows     /Sec     /Flow  /Pkt     /Sec     /Flow     /Flow
TCP-FTP            108      0.0      1133    40      2.4    1799.6       0.9
TCP-FTPD           108      0.0      1133    40      2.4    1799.6       0.9
TCP-WWW             54      0.0      1133    40      1.2    1799.6       0.8
TCP-SMTP            54      0.0      1133    40      1.2    1799.6       0.8
TCP-BGP             27      0.0      1133    40      0.6    1799.6       0.7
TCP-NNTP            27      0.0      1133    40      0.6    1799.6       0.7
TCP-other          297      0.0      1133    40      6.8    1799.7       0.8
UDP-TFTP            27      0.0      1133    28      0.6    1799.6       1.0
UDP-other          108      0.0      1417    28      3.1    1799.6       0.9
ICMP               135      0.0      1133   427      3.1    1799.6       0.8
Total:             945      0.0      1166    91     22.4    1799.6       0.8
SrcIf         SrcIPaddress    DstIf         DstIPaddress    Pr SrcP DstP  Pkts
Et0/0         192.168.67.6    Et1/0.1       172.16.10.200   01 0000 0C01    51 
Et0/0         10.10.18.1      Null          172.16.11.5     11 0043 0043    51 
Et0/0         10.10.18.1      Null          172.16.11.5     11 0045 0045    51 
Et0/0         10.234.53.1     Et1/0.1       172.16.10.2     01 0000 0800    51 

.

.
Et0/0         172.16.1.84     Et1/0.1       172.16.10.19    06 0087 0087    50 
Et0/0         172.16.1.84     Et1/0.1       172.16.10.19    06 0050 0050    51 
Et0/0         172.16.1.85     Et1/0.1       172.16.10.20    06 0089 0089    49 
Et0/0         172.16.1.85     Et1/0.1       172.16.10.20    06 0050 0050    50 
Et0/0         10.251.10.1     Et1/0.1       172.16.10.2     01 0000 0800    51 
Et0/0         10.162.37.71    Null          172.16.11.3     06 027C 027C    49 

NetFlow 

Collection 

Agent

NetFlow Route
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HP ArcSight
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Web logs

209.160.24.63 - - [11/Mar/2014:18:22:16] "GET /product.screen?productId=WC-SH-A02&JSESSIONID=SD0SL6FF7ADFF4953 
HTTP 1.1" 200 3878 "http://www.google.com" "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/536.5 (KHTML, like 
Gecko) Chrome/19.0.1084.46 Safari/536.5" 349

209.160.24.63 - - [11/Mar/2014:18:22:16] "GET /oldlink?itemId=EST-6&JSESSIONID=SD0SL6FF7ADFF4953 HTTP 1.1" 200 
1748 "http://www.buttercupgames.com/oldlink?itemId=EST-6" "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/
536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 731

209.160.24.63 - - [11/Mar/2014:18:22:17] "GET /product.screen?productId=BS-AG-G09&JSESSIONID=SD0SL6FF7ADFF4953 
HTTP 1.1" 200 2550 "http://www.buttercupgames.com/product.screen?productId=BS-AG-G09" "Mozilla/5.0 (Windows NT 
6.1; WOW64) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 422

209.160.24.63 - - [11/Mar/2014:18:22:19] "POST /
category.screen?categoryId=STRATEGY&JSESSIONID=SD0SL6FF7ADFF4953 HTTP 1.1" 200 407 "http://
www.buttercupgames.com/cart.do?action=remove&itemId=EST-7&productId=PZ-SG-G05" "Mozilla/5.0 (Windows NT 6.1; 
WOW64) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 211

209.160.24.63 - - [11/Mar/2014:18:22:20] "GET /product.screen?productId=FS-SG-G03&JSESSIONID=SD0SL6FF7ADFF4953 
HTTP 1.1" 200 2047 "http://www.buttercupgames.com/category.screen?categoryId=STRATEGY" "Mozilla/5.0 (Windows NT 
6.1; WOW64) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 487

#Software: Microsoft Internet Information Services 7.5

#Date: 2014-03-25 00:00:09

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) sc-status sc-substatus sc-win32-

status time-taken

2014-03-25 00:00:09 10.185.7.7 GET /ip/whois site=asos.com 80 - 162.244.11.111 Opera/

  9.80+(Windows+NT+6.2;+Win64;+x64)+Presto/2.12.388+Version/12.16 404 0 0 155

2014-03-25 00:00:12 10.185.7.7 GET /security/information/bmp - 80 - 66.249.68.217 Mozilla/5.0+(compatible;+Googlebot/ 

  2.1;++http://www.google.com/bot.html) 500 19 183 77

2014-03-25 00:00:12 10.185.7.7 GET /ip/whois site=blogspot.nl 80 - 78.46.169.130 Opera/

  9.80+(Windows+NT+6.2;+Win64;+x64)+Presto/2.12.388+Version/12.16 404 0 0 233

2014-03-25 00:00:15 10.185.7.7 GET /Content/footer.png - 80 - 81.133.198.251 Mozilla/

  5.0+(Windows+NT+6.3;+WOW64;+rv:27.0)+Gecko/20100101+Firefox/27.0 404 0 64 5693

2014-03-25 00:00:17 10.185.7.7 GET /ip/whois site=proxyring.com 80 - 110.85.106.101 Opera/

  9.80+(Windows+NT+6.2;+Win64;+x64)+Presto/2.12.388+Version/12.16 404 0 0 14149

2014-03-25 00:00:21 10.185.7.7 GET /ip/whois site=surewest.net 80 - 216.169.139.190 Opera/

  9.80+(Windows+NT+6.2;+Win64;+x64)+Presto/2.12.388+Version/12.16 404 0 0 171

2014-03-25 00:00:23 10.185.7.7 GET / - 80 - 203.206.171.20 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+rv:27.0)+Gecko/

  20100101+Firefox/27.0 200 0 0 530

Access.log

IIS Log



S
IE

M
N

e
tw

o
rk

 S
e

c
u

ri
ty

Security log

Thu Mar 11 2014 00:15:01 www1 sshd[4747]: Failed password for invalid user jabber from 118.142.68.222 port 3187 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[4111]: Failed password for invalid user db2 from 118.142.68.222 port 4150 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[5359]: Failed password for invalid user pmuser from 118.142.68.222 port 3356 ssh2

Thu Mar 11 2014 00:15:01 www1 su: pam_unix(su:session): session opened for user root by djohnson(uid=0)

Thu Mar 11 2014 00:15:01 www1 sshd[2660]: Failed password for invalid user irc from 118.142.68.222 port 4343 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[1705]: Failed password for happy from 118.142.68.222 port 4174 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[1292]: Failed password for nobody from 118.142.68.222 port 1654 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[1560]: Failed password for invalid user local from 118.142.68.222 port 4616 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[59414]: Accepted password for myuan from 10.1.10.172 port 1569 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[1876]: Failed password for invalid user db2 from 118.142.68.222 port 1151 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[3310]: Failed password for apache from 118.142.68.222 port 4343 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[2149]: Failed password for nobody from 118.142.68.222 port 1527 ssh2

Thu Mar 11 2014 00:15:01 www1 sshd[2766]: Failed password for invalid user guest from 118.142.68.222 port 2581 ssh2 Secure.log
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Security log
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