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Over the past 10 years, ransomware has spread to all corners of the globe, successfully targeting hundreds of
thousands of business systems and home PC. Given the ability to easily morph existing and older strains of
ransomware, and the alarming rate at which the ransomware family is growing, it's evident that this malware is here
to stay, at least for the immediate future.
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Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate the
Computer Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and Assumption
Deterrence Act; Aggravated Identity Theft; Conspiracy; Computer Fraud; Wire Fraud; Money
Laundering
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BOGACHEY

Multimedia: Images

Aliases:
Yevgeniy Bogachev, Evgeniy Mikhaylovich Bogachev, "lucky12345", "slavik”, "Pollingsoon”

Federal agents knock down Zeus Botnet, CryptoLocker

Donna Leinwand Leger and Kevin Johnson, USATODAY  Published 12:24 p.m. ET June 2, 2014 | Updated 4:23 p.m. ET June 2, 2014
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WASHINGTON — The United States seized a global
network of computer servers known as Gameover
Zeus Botnet used by cyber-criminals to spread Would you like to
malware viruses and steal millions of dollars from
(Photo: Cliff Owen, AP) businesses and consumers, the Justice Department

set up your own

?
announced Monday. hedge fund?

| akj.com
U.S. and foreign law enforcement agents in a separate action seized the computers

that distributed malware known as "CryptoLocker" that freezes access to computer files

until victims pay a ransom.

More than $100 million in losses were attributed to the schemes, which infected

hundreds of thousands of computers, including a Massachusetts police department POPULAR STORIES

that paid a $750 ransom to restore its access to investigative files, digital mugshots
and other administrative documents. wD

Deputy Attorney General James Cole described the Gameover Zeus operation, in
which cyber thieves overtake computers to siphon often valuable financial information,

the "mnst ennhisticated and damaging botnet we have ever encountered.”
|




Background



Trend Micro analysis

Monthly number of Ransomware families added

Number of Ransomware families




Trend Micro analysis

Has your organisation
ever pald the ransom requested?
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Reveton (2012)... Police message. )| [ R

CryptoLocker (2013). First with crypto and download of components. [
CryptoDefence (2014). Used 2048-bit RSA. Native APIs. m} 1| =] T
SimplLocker (2014). Android locking. M@MMMM
CTB-Locker (2014). C&C and deleted shadow files. “‘ m

Cryptowall (2014). Made $325 million for creator. Registry key. Put in startup files. Persistence.
Chimera (2015). First ‘doxing’ ransomware ... threated to publish info online.

TeslaCrypt (2015). Persistence on machine. . .
7en3n (2016). 13 BC and destroy Windows system on non-payment. | m e | | n e

KeRanger. (2016) Mac OSX malware and uses signed certificate for Mac.

Jigsaw (2016). Ransom note contained characters from the “Saw” movie. Delete files every 60 minutes, 1K files
on reboot.

Random32 (2016). First JavaScript ransomware.

Petya (2016). Overwrite MBR. Encrypt files. Double ransom if not paid in seven days.

Locky (2016). Targeted hospitals in US. Healthcare as a ransom.
SamSam (Samas) (2016). Target JBoss server (Red Hat Web/middleware), with ways to communicate with victim.
PowerWare (2016). Uses native tools such as PowerShell to perform bad operations.

ZCrypto ... new worm.



Github source for ransomware

[} mauri870 / ransomware ®OWatch~ 13 Star 94  ¥Fc

<> Code Issues 9 Pull requests 0 Projects 0 Wiki Pulse Graphs

A windows crypto-ransomware (Academic)

ransomware malware crypto—ransomware

{D 166 commits ¥ 4 branches © Oreleases 22 1 contributor
Branch: master ~ New pull request Create new file = Upload files = Find file
i mauri870 Merge branch 'master' of github.com:mauri870/ransomware Latest commit 6ca9b3a on 18 N
i client Encrypt the payload on client 5 mon
B cmd [cmd] Check for error in filepath.Walk 4 mon
8 cryptofs [cmd] Fix rename files across drives 5 mon

8 repository Switch from buntdb to boltdb 5 mon



Types

* Locker Ransomware. Locks the computer.

* Crypto Ransomware. Requires decryption
key.

* Master Boot Record Ransomware. Attack
MBR so that message appears on boot up.

 Web Server Encrypting Ransomware.
Encrypts defines files on Web sites.

e Mobile Device Ransomware.

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.
You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
0OK)

Toudootyomdevlcemdtomidmleqd
zgswmm:b&gﬂdtowarehu&?e
have to purchase MoneyPak card. load it with $500
and enter the code).

MoneyP: |
1 2 3
4 5 6
7 8 9
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Ransomware in UK (2015-2016)

22%0

19% 19%o
18% 18%b

3%
0%

Up to £350 £351 to E£701 to £3,501 to £7,001 to £35,301 to Greater than
£700 £3,500 £7,000 £35,300 £106,000 £106,000
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Typical operation:

* Drops executable in
users %AppData% and
%LocalAppData%
folder

* Create registry keys to
maintain persistence

* Search for specific file
types

* Performs encryption

* Deletes Volume
Shadow copies

* Displays ransom note



Early Ransomware



GpCode Desktop Ransom Message

= ATTENTION!I

%9 ALL YOUR PERSONAL FILES WERE ENCRYPTED
WITH A STRONG ALGORYTHM RS5A-1024

<) AND YOU CAN'T GET AN ACCESS TO THEM
WITHOUT MAKING OF WHAT WE NEED!

K= READ 'HOW TO DECRYPT' TXT-FILE &
s ON YOUR DESKTOP FOR DETAILS

’J JUST DO IT AS FAST AS YOU CAN!

REMEMBER: DON'T TRY TO TELL SOMEONE
ABOUT THIS MESSAGE IF YOU WANT TO GET
Y'OUR FILES BACK! JUST DO ALL WE TOLD. =




Reveton/Moneypak ransom message with
webcam enabled

ATTENTION !

P
Locaton Video Recoring
IPS
ON »
Your PC Is Diocked due to at 1east one of the reasons spedilied below

You have been vwolating Copynght anc Related Rights Law (Video, Musc, Software) and Segally
using or destnbuting copynghted content, thus minnging Artcle 1, Secton 8, Clause 8, also
known as the Copynght of the Cnminal Code of United States of Amenca

Article |, Section 8, Clause 8 of the Cnmanal Code provides for a fine of two o five hundrad
menimal wages or & ceprivation of hberty for two to esght years

You have bean viewang or dstnbuting prohibted Pomograghic content (Chid Pomo/Zoohba and
otc), Thus violating article 202 of the Criminal Code of United States of Amenica. Article 202 of Coo Surr
the Crmnal Code provides for 3 deprivation of kberty for four 10 twelve years

IBegal access has bean mitated from your PC mithout your knowledge or consemt, your PC may
be infected by malware, thus you are violating the Law On Neglectful Use of Personal Computer ‘
Articie 210 of the Criminal Code prowdes for a fine of up o $100,000 and/or a deprrvation of

Iberty for four 0 nine years.
Py Moty Pak
<011,

Pursuant to the amendment to the Crminal Code of United States of Amenca of May 28, |




Reveton ransom messages based on victim
ocation
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CryptolLocker

Copy cats: CryptoWall; CTB Locker; TeslaCrypt; CryptoFortress



wmpom-v' -«mvmm " tha comganer: photos, wdecs,
Mare is & comgplete list of encrypted files, and you can persanally

.
ncrypion was produced wing » —vuup..u ey 4 gerweaied for this
W—tlod«m flesyou reed 'M.hq
Nh‘.mu’h—wrm e bry i " the fles, locatod
60 2 secret server on U ot wil ey after

i this win M“nw--lh el 10 restors fles
To obtain the private ke for this computer which will automaticaly decrypt Sles.
mmd'nml-mllﬂml similar amount = another curmency.

Chck <Next> 10 select the method of paymwnt and the curmency

attempt 10 remove o1 damage this software wel lead to the immediate
destruction of the private key by the server

9/1A/zm Any

6:21 PM

infected £ , 54:15:15
Maal
(1)su*nymn —<: S

Report Public Key Algorithm

Ctyptorl.ockzr Kn-y Store
Bob dlicks on
malicious
attachment and Control > ( %‘ )
v
e _@Cw:::::} = @ Bobreceives e-—mailwith CryptolLocker infected attachment.
- : 4 ! Bob clicks on infected attachment.
. : v = % Cryptolocker launches.
@ O @ Cryptolocker communicates with its Command and Control (C&C) Server.
Kev Public Key Algorithm | (5) The C&C Server starts the public key algorithm.
@ A public/private key pair is generated for Bob’s process.
: @ The public/private key pair is placed in the C&C Server key storage.
: The C&C Server sends the Cryptolocker public key to Bob’s CryptoLocker process.
: (@) The CryptolLocker public key is placed in Bob’s key store.
Dol @ The CryptolLocker process generates a list of files (by extension) to encrypt.
@ The Cryptolocker process starts the private key algorithm.
@ One private key for each file is generated.
List of files @ The CryptolLocker process starts the public key algorithm
encyrpt {.doc, (used with the private key algorithm in the next step.)




Cryptowall



Anatomy of CryptoWall 3.0 Attack
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EXPLOIT
KITS

Delivery

Altachment

VICTIM
INFECTED

Infection

PHP Prooy

PHP Prosy

DISTRIBUTION
SERVERS

Network
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Ransomware As A Service

Tox and Random32



Ransomware as a service (Tox)

FOR SALE

In May 2015 Macfee found
the Tox site on the ‘dark
web’.

Used Tor with no knowledge
of malware.

20% cut from any extorted
profits.

Registration was free, and
payments to BitCoin
address to receive payment.
Executable created for
distribution.



January 2016, Ransom32 — Uses Tor and Bitcoin payments.
Written in Javascript ... can affect Linux/Mac OSX

R a n d O m 3 2 It uses NW.js which jumps out of the sandbox and encrypts files on the system
with an almost uncrackable 128-bit AES key.

1EaWNsdy stMIXPTUBTENLYWE2 PLEZC2DE6 L v

A ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED A

All your data (photos, documents, databases, etc) have been encrypted with a private and unique key generated for this
computer. This menas that you will not be able to access your files anymore until they are decrypted. The private key is
stored in our servers and the only way to receive your key to decrypt your files i making a payment.

The payment has to be done in Bitcoins to a unigue address that we generated for you. Bitcoins are a virtual currency to
make online payments. If you don't know how to get Bitcoins, you can click the button "How to buy Bitcoins™ below and follow
the nstructions.

When the provided tbme ends, the payment will increase to 1 Bitcoins ($350

aprox.). Also, if you don't pay in 7 days, your unigue key will be destroyed and you won't be able to recover your files
anymaore.

Payment raise Final destruction
3 days, 23:59:43 6 days, 23:59:43

ERAOR: maln gul render.oc(237) Rumning without Renderer

To recover your files and unlock your computer, you must send 0.1 Bitcoins ($35 aprox.) to the next Bitcoin
address:

l1BalLBdomt2DhibCXsmLXaxKCy467QB4DzF

Check payment How to buy Bitcoins

fi If you try to remove this payment platform, your will never be able to decrypt your files and they will be lost forever f}




Random3?2

NW.js (Node-WebKit) was
introduced to allow
development for Node.js and
Chromium, and allows
browser-based code to jump
out of the sandbox, and
directly access the system. It
was created as a new way of
writing native applications
within Web applications, and
it was thus only a matter of
time that malware writers
spotted the opportunity to
run their code in a browser,
not matter which operating
system it was running on.

NW.js (previously known as node-webkit) lets you call all Node.js modules

.
tps/ nwjs.10

NW.|s

HOME | DOWNLOADS | BLOG | DOCUMENTATION

Download Stabl/e for Windows (x64)

Chromium 57 + Node 7.7.3

v0.21.3 v0.21.3
NORMAL SDK

What's New in 0.13 and Later

NW.js supports running Chrome Apps directly

View on GitHub

ectly from DOM and enables a new way of writing applications with all



http://nwjs.io/
https://nodejs.org/en/
http://www.chromium.org/

Ransom32 x +
s & € ‘ : > = 2 Rancom32_files.rar - WinRAR (evaluation copy) = || L=]

File Commands Tools Favorites Options Help

Address 1EnWWsdy rMi XPTUBTbWEvW6zPL6ZczD61lv g @ EHJ & @ @ : @ j g

Eayout b 439 Add Extract To View Delete Find Wizard Info VirusScan Comment  Protect SFK
Installs ° m g Ransom32_files.rar\Ransom32_files - RAR archive, unpacked size 94 205 628 bytes -
Lockscreens ‘ Mame : Size Packed Type Modified CRC32
Paids @) File folder
Paid BTC @ | locales File folder 27-Nov-1512:18 AM
| | chrome 32,028 10,871 File 27-MNov-15 6:08 PM OE388404
1] chrome. exe 47,393,245 16,229,492 Application 19-Dec-158:37 PM 97563AFC
_El client.scr 23 530,688 23,393,809 Screen saver 03-Jan-16 5:39 PM 80326557
BTC amount to ask: _ | ffmpegsumo.dil 961,536 378,182 Application extens,., 29-Jul-156:42 AM 194E918D
| g Fli] 70 File 03-Jan-1611:37 PM  BCAFEELF
Fully lock the computer @ B icudtl.dat 10,457,856 3,565,885 Blu-ray MPEG File  29-Jul-156:42 AM  C7290DCF
Low CPU usage (§ & msgbox.vbs 117 08 VBScript Script File  19-Nov-151:44 PM  4C431774
Show the lckedréen befure srcyiting ' || nw.pak 7482 865 1,649,782 PAKFile 20-Jul-15 6:42 AM 9501418
B rundl32.exe 4 378,638 1,307,084 Application 18-Dec-1510:36 PM  T5ELD1SE
Show a message box ‘ " 5exe 57,344 20,098  Application 01-Dec-15 4:16 PM BBCBE3EDS
OCritical Emor 2| uvbs 466 263 VBScript Script File  01-Dec-152:04 PM  88TAF4DD
® Yellow Exclamation
® White Information
Latent Timeout ‘
Days:
- Hours:
- Minutes:
1 | L] F

S mO Selected 23,530,688 bytes in 1 file Total 1 folder and 94,294 833 bytes in 11 files




B Ramsom2 filessar - WinPAR (evalustion copy) : <) St

Fle Commands Tooks Favonte: Option Help — v
5 D ”.Q P chrome.exe is a fully
X i ny G ¥ Sl Kby
z —-—& h L.,) H j 1 packaged NW.js application.
) Extract To Ten Delete Find Nizaed VirnsSean Comment  Protect SEX -
e g T IS s : It includes the malware
Name e Packed Type Modified CRC32 COde and framework
Fie feides required to run.
lecales File feider 27-Now-151298 AM
chrome 32028 10871 File 27-Now-15805 PM S8
* i dwome.cxe £,383.25 1833452 Appicaton 19-Dec-13 837 PM FISGIAC
et HOM D Soeonswe  Obin 16509 DRSS
'q__,"_».;.”,.‘r qal 951 S8 TR IR0 AT Athon rten 29 Ml-1S 642 AM 145 AD g Conmlns me 'nformanon
g 20 70 File 03-Jen-1611:37PM  BCAFEDIF
5 icudti et AT T BT ia JBALISGAZAM  CTZODCE created from the console:
S[v'-‘z';? s RS 117 8 VBSconpt Scnpt e 16-Now-151:448 VIS —
M. pak 7 482 85S 168578 PAKFile 29-Jul-15 642 AM Caspiais eg
' rendiD2.exe $) ;',.* LTS8 Agphcatien 18-Dec-151036 PM  TSOIDISE {“af'ﬂd"."1 MLJVZR1 K88YDK

B BZKTwZuEGWHS5xafNFFfX
" "minshatoshis™: 10000000}

u.vbs — deletes files in a

given folder

J ol Selected 77 50 658 bytes m | Fle Total 1 folder and ™ 29 533 bytes in 1) Files



Random3?2

Files encrypted:

*.jpg, *.jpeg, *.raw, *.tif, *.gif, *.png, *.bmp, *.c, *.cpp,
*.cs, *.h, *.php, *.asp, *.rb, *.java, *.jar, *.class, , *.txt,
*.doc, *.dot, *.docx, *.docm, *.dotx, *.dotm, *.docb, *.rtf,
*wpd, *.wps, *.msg, *.pdf, *.xls, *.xlt, *.xIm, *.xlsx, *.xlsm,
* xltx, *.xltm, *.xIsb, *.xla, *.xlam, *.xll, *.xlw, *.ppt, *.pot,
*.pps, *.pptx, *.pptm, *.potx

but will avoid the folders of c:\windows, c:\programdata,
c:\temp and Srecycle.bin, as these folders are likely to
cause problems in booting the computer

The maliciousness of the malware is highlighted with the
u.vbs script which deletes all the files in a given folder
(where the directory is specified when the script is called):

On Error Resume Next
Set objArgs = WScript.Arguments
directory = objArgs(0)
Set fso = CreateObject("Scripting.FileSystemObject")
Function ShowSum(valuel)
Set folder = fso.GetFolder(valuel)
for each f in folder.Files
On Error Resume Next
f.Delete True
Next
For Each f In folder.SubFolders
On Error Resume Next
ShowSum(f)
f.Delete True
Next
End Function
Wscript.Sleep 10000
ShowSum(directory)
fso.DeleteFolder directory, True



Random3?2

Encryption

CIPHER 1 CIPHER 2

The encryption uses 128-bit AES with CTR [here], and this key is protected by an RSA key, which
protected by a public key provided by the C&C. Only the C&C has the private key to decrypt the
key.


https://asecuritysite.com/subjects/chapter59

Locky



Locky

Locky ... February 2016,
infected a  Hollywood
Medical Centre, infecting
systems for CT scans,
emergency rooms, lab
work and pharmacy
operations

TOR and BitCoin payment.

RSA-2048 and AES-128 for
file encryption on over 160
file types across virtual
disks and databases.

subject ATTM: Invoice J-62818225
T I Other Actions -

Dear Jlohn,
Please see the attached invoice (Microsoft Word Docurment) and
remit payment according to the terms listed at the bottom of the

irvoice,

Let us know if vou have any questions,

We greatly appreciate yvour business!
Abram Brewer

f I;&-l attachment: in‘-.-‘u:uin:e=J—62313225.dcu:




Locky




Cerber



Cerber

2016.

Black list of countries not to
target.

Affiliate program.

Runs encrypted files off-line ...
no need to contract C&C.

Wireshark shows UDP
requests to predefined IP
addresses.

Possible to speak to infected
person through text to speech
VM macros.

Bypass for User Account
Control (UAC).

Evidence bag here.

Good day, dear forum participants
Today, | am pleased to present a new solution for the monetization of your downloads!

>>> Cerber Ransomware <<<

CERBER RANSOMWARE

Cannet you find the files you need?
Is the content of the files that you looked for not readable?

So, let's begin...

It s normal because the files’ names, as well as the data in your files have been encrypted

Great!
You have turned to be a part of a big community "#C3rber Ransomware”

encryption scheme

After starting the local RSA 576-bit keys (private and public) are generated on the user’s
computer.

In the future, these keys are used to encryt and decrypt files,

Pre-release sewn into a global public key RSA 2048 bits.

This key is used to encrypt the private key of the local RSA 576 bits,

Global RSA private key is 2048 bits on .Onion server anonymous Tor network.

After encrypting the private key of the local RSA 576 bits generated list of files to encrypt.
This list contains the files of certain extensions, the list is sorted by file modification time and
importance.

It starts encrypting files.

Each file is encrypted using RC4 aigorithm with 128-bit key.
For each file generated random key that is encrypted with a public key of the local RSA 576 bits.

Also, using the public key of the local RSA 576-bit encrypted header of the source file, which
greatly complicates the decoding of files without the decoder (months to decipher the first file),



http://asecuritysite.com/cerber_evidence.zip

Cerber

¢ 2016 U 0O . D = T g S—-02 T
' 161 56.06063168.61.172.71 192.168.56.101 TLSvl. 391 Application Data
162 56.06079192.168.56.101 168.61.172.71 TCP 54 49189-443 [ACK] Seq=1130 Ack=11361 win=66048 Len=0
1 1 163 56.63844 192.168.56.101 65.55.50.0 uDP 52 Source port: 50644 Destination port: 6892
°
BlaCk IISt Of Countrles nOt to 164 56.63893192.168.56.101 65.55.50.1 UDP 52 source port: 50644 Destination port: 6892
tar et 165 56.63926192.168.56.101 65.55.50.2 uDP 52 Source port: 50644 Destination port: 6892
g . 166 56.63962192.168.56.101 65.55.50.3 UDP 52 source port: 50644 Destination port: 6892
167 56.63996192.168.56.101 65.55.50.4 UDP 52 Source port: 50644 Destination port: 6892
TH 168 56.64076192.168.56.101 65.55.50.5 UDP 52 source port: 50644 Destination port: 6892
o Affiliate program. 169 56.64110192.168.56.101 65.55.50.6 uDP 52 source port: 50644 Destination port: 6892
170 56.64145192.168.56.101 65.55.50.7 UDP 52 source port: 500644 Destination port: 6892
. . 171 56.64178192.168.56.101 65.55.50.8 uDP 52 Source port: 50644 Destination port: 6892
* Runs encrypted files off-line ... 172 56.64213192.168.56.101 65.55.50.9 UDP 52 Source port: 50644 Destination port: 6892
173 56.64246192.168.56.101 65.55.50.10 UDP 52 Source port: 50644 Destination port: 6892
no need to Contract C&C. l'l?d 5 ARADZ7AT107 1AR A 1N1 RS ';';r”';n 11 1IN 57 Snnirre nnrkt - GNARAA Nactinatinn nart- ARGD
Frame 163: 52 bytes on wire (416 bits), 52 bytes captured (416 bits)
° ereshark ShOWS UDP Ethernet II, Src: CadmusCo_f&:6e:a0 (08:00:27:f8:6e:a0), Dst: 0a:00:27:00:00:00 (0a:00:27:00:00:00)

Internet Protocol Version 4, Src: 192.168.56.101 (192.168.56.101), Dst: 65.55.50.0 (65.55.50.0)

requests to predeflned IP User Datagram Protocol, Src Port: 50644 (50644), Dst Port: 6892 (6892)

Data (10 bytes)
Data: 68693030386539303661
addresses. enath: 10]

* Possible to speak to infected
person through text to speech
VM macros.

« Bypass for User Account
Control (UAC).

Evidence bag here.


http://asecuritysite.com/cerber_evidence.zip

Atom Payload Builder

Atom Payload Builder v1.02

Click "TRY TO UPDATE" to download Core
TRY TO UPDATE
Bitcoin Address Decryption Price in BTC

Extensions to encrypt




Evasion Methods



Investigation

HOO Host

Can ba PC,

laptop,
of Sarver

HDD ! Cuckoos Host

Analysis Guest

Virtual Network

Responsible for guest
poi gu Clean emviranment

management. |solated natwork to nun o run sample
Runs analysis server, analysis virtual machinas Bahaviour ra E:-rE-EI:I
starts cuckoo and hack to h-::lnjst

Generales repons



Evasion Techniques

r

Process level

& Process Explorer - Sysinternals: www.sysinternals.com [WIN-ITLAIVAFHAAN User]

e

File Options View Process Find Users Help
FIEEEEREEY ™ WhH A L]
Process CPLl  Private Bytes  Wordng Set  PID  Description
7 | System Idle Process 0K MK 0
=| 5] System 10.12 60 K 6,136 K 4
C re a t e P ro C e S S 1 Intemupts 1.25 0K 0K  n/a Hardware Intemupts and DPCe
B-1|smss.exe 216K BBOK 272 Windows Session Manager
. l:':l: B iiccpapnxe - T - '? é S Server Runtime Process
W t P IVI 1 [mw ows Start-Up Application
rl e ro Ce SS e m O ry = iuxccpapn.exe has stopped working : Server Rurtime: Process
E Windows can check anline for a solution to the problem, ole Window Host
CreateRemoteThread : oo o
] . . ole Window Ho
= < Check online for a solution and close the program ole Window Host
E < Close the program daliten Hoslt .
_m W ows Logon Application
S| _ ows Explorer
g () View problem details - ook B B
I P a d d re Ss L5 p exe 5.9 AWETE 13,908 b 3628 sysintemals Process Explorer
B cmd e 1,656 K 1,852 K 4068 Windows Command Processo
== explorer exe 1058 1448 K 4408 K 2204 Windows Explorer
H n |zvchost exe 2281 1,548 K 5284 K 1672 Host Process for Windows 5.
ta S kmgr’ p rocex p’ reged It, 0 | vssadmin.exe 0.21 144 K 716 K 2580 Command Line Interface for ..
. " |bodedit exe 0.16 136 K 704K 376 Boot Configuration Data Edito
Mscon f| g’ cMm d .exe s boded exe 0.14 122K 700K 4048 Boot Configuration Data Edito




Evasion Techniques

Network level

RC4
TOR
12P
HTTPS

Source Destination Protocol Length Info

192.168.122.142 192.168.122.2 DN5S 97 standard guery 0xb797 A +ig3ahijcfeont3xx. tor2web.blutmagie.de
192.168.122.142 192.168.122.2 DNS 97 standard guery Ox6cBc A ig3ahijcfeont3xx. tor2web.blutmagie.de
152.168.122.2 192.168.122.142 DNS 113 standard query response 0xb797 A 192.251.226.206
192.168.122.2 192.168.122.142 DNS 113 standard query response Ox6c8c A 192.251.226.206
192.168.122.142 192.251. 226. 206 TCP 60 49262-443 [ACK] Seg=1 Ack=l Win=65536 Len=0

192.168.122.142 192.251. 226. 206 TLSV1. 2 233 Cclient Hello

192.168.122.142 192.251. 226. 206 TCP 60 49261443 [ACK] Seg=1 Ack=l Win=65536 Len=0
192.168.122.142 192.251. 226. 206 TLSV1. 2 233 Client Hello
192.251.226. 206 192.168.122.142 TCP 54 443-49262 [ACK] Seq=1l Ack=180 win=30336 Len=0

192.251.226. 206 192.168.122.142 TLSV1. 2 58 Continuation Data

192.251.226. 200 192.168.122.142 TCP 54 443-49261 [ACK] Seq=l Ack=180 wWin=30336 Len=0

192,251, 226. 206 192.168.122.142 TLEV1. 2 1421 server Hello

192.251.226. 206 192.168.122.142 TLEv1. 2 1421 certificate

192.251.226. 206 192.168.122.142 TL5V1. 2 58 server Hello Done

192.168.122.142 192.251.226. 206 TCP 60 49261443 [ACK] Seq=180 Ack=2735 Win=65536 Len=0
192.168.122.142 192.251.226.206 TLSV1. 2 636 Client Kev Exchanoe. Chanoe Cipher Spec. Encrvoted Handshake Me:

http://www.malware-traffic-analysis.net/2015/07/20/



Evasion Techniques

Binary level

Obfuscated

GetCurrentProcess()
IsDebuggerPresent()
OutputDebugString()

.text:0041DA40
.text:0041DA45
.text:0041DA4A
.text:0041DA4B
.text:0041DA52
.text:0041DA57
.text:0041DASA
.text:0041DASB
.text:0041DASC
.text:0041DA61
.text:0041DA67
.text:0041DA69
.text:0041DAGE
.text:0041DA6F
.text:0041DAT6
.text:0041DATB
.text:0041DATE
.text:0041DATF
.text:0041DAB0
.text:0041DABS
.text:0041DA8B
.text:0041DABD
.text:0041DA92
.text:0041DA93
.text:0041DA9A
.text:0041DAIF
.text:0041DAA2
.text:0041DAA3
.text:0041DARS
.text:0041DARY

push
push
push
mov

call
lea

push
push
call
mov

push
push
push
mov

call
lea

push
push
call
mov

push
push
push
mov

call
lea

push
push
call
mov

148 ; size t
offset a%ommrpgdgsfovk ;
esl 7 void *
[ebptlen], 148

_memcpy

ecx, [ebptlen]

ecx

esi

string decrypt

esi, c2 url 0

60h ; size t
offset aSs5glbidSscnOs ;
esi ; void *
[ebptlen], 96

_memcpy

edx, [ebp+len]

edx

esi

string decrypt

esi, c2 url 1

54h ; size t
offset aXkmFoRpbcq223f ;
esi ; void *
[ebptlen], 84

_memcpy

eax, [ebptlen]

eax

esi

string decrypt

esl, c2 url 2

"9omMRPGDQs fOvEW4 £bGz56uwGMkwC65x14UW3xg ...

"885G1BId55cN0sLOkRx5aNChwurDl3kiiuiiTeq”...

"xkM/FO4RP6cQ223£ f6AVITkajaB07U/qivPTLU] ...

Source: http://researchcenter.paloaltonetworks.com/2015/10/latest-teslacrypt-ransomware-borrows-code-from-carberp-trojan/



Encryption Methods

5] C\Users\User\Documents\Lab Software Security.docxfrirss

offsec(h) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE OF
00000000 44 12 7D O3 BB 06 4D 46 47 DD 9L DE D9 8L 12 R4 D.}.".MFGY3pUS.=

® 0000010 46 95 6B DA 64 B4 3C F4 66 OC 1A BO 21 6A CF F6 F™kUdu<SE..°!1515
00000020 BA 8D 6A 53 73 76 1F A3 46 DA CA C1 96 9B 38 C7 °.jSsv.LFUEA-»&8C
00000030 BS OF 1E 2B 9L CR 58 DR DD 41 15 3E DD 2D AB 15 . .+43EX0VR.>T-«.

® | 00000040 4B BE 23 55 F2 10 2F A0 FO 53 48 BD 4B 72 53 67 J»iUs. fiomarc .
00000050 4R BB 23 55 F8 10 2F A0 F2 53 48 BD 4B 72 53 67 J»iUs., Information =
000DDDED 4L BB 23 55 FE 10 2F L0 F9 53 48 BD 4B 72 53 67 J=$Us.

® | 00000070 4A BB 23 55 F8 10 2F A0 F9 53 48 BD 4B 72 53 67 J»iUs. —
000000DB0 4L BB 23 55 FB 10 2F L0 F2 53 48 BD 4B 72 53 67 J»iUs. @B The chosen files are identical.

. 00000020 4L BE 23 55 FB 10 2F RO F2 53 48 BD 4B 72 53 67 J=ilUs. b

ﬁ ChDocumentsiLab Software Security.docafrirss

or

Cffset(h) 00 O1 02 O3 04 05 Oe O7

[}
(e8]
[}
L
[}
T
[}
t
[}
[}
[}
=
[}
=1

00000000 44 12 7D O3 88 06 4D 46 47 DD S& DE D9 B8R 12 A4 D.}." .trorsroo=
00000010 46 99 6B DR 64 R4 3C F4 66 OC 1R BO 21 6R CF F6 F™kOds<af..®'jis
00000020 BA 8D 6A 53 73 76 1F A3 46 DA CA C1 96 9B 38 C7 °.jSsv.LFUEA-»&8C
00000030 BB OF 1E 2B 94 CR 58 DR DD 41 15 3E DD 2D BB 15 . .+3EXO%R.>T—w.
00000040 4R BB 23 55 FB 10 2F RO F2 53 48 BD 4B 72 53 67 J=4Us./ GSHHErSg
00DDDOD0DS0 4R BB 23 55 FB 10 2F RO F2 53 48 BD 4B 72 53 67 J=4Us./ GSHMErSg
00000060 4L BE 23 55 FB 10 2F B0 F9 53 48 BD 4B 72 53 67 J=#Us./ (SHNErSg
00000070 4A BB 23 55 FB 10 2F RO F9 53 48 BD 4B 72 53 67 J»3Us./ USHSKrSg
00DDDD0DBO0 4L BE 23 55 FB 10 2F B0 F9 53 48 BD 4B 72 53 67 J=#Us./ (SHNErSg
00000020 4L BE 23 55 FR 10 2F B0 F9 53 48 BD 4B 72 53 67 J=#Us./ (SHNErSo



User Access Control

@ User Account Control IEI

Do you want to allow the following program to make

/' changes to this computer?

@ Program name:  Command Line Interface for Microsoft®
Volume Shadow Copy Service
Verified publisher: Microsoft Windows
Frogram location: "ChAWindowshbystemshwssadmin.exe”
delete shadows fall /Quiet
show information about this publisher's certificate

(~) Hide details ves || no |

Change when these notifications appear




How to avoid?



Avoiding (Trend Micro advice)

* Education. The most common attack vector for ransomware is a phishinﬁ attack where a userin a
company clicks on a file attachment which contains the malware, and which encrypts their files, and
spreads throuih the network. Users thus need to be educated in spotting malicious emails, as the
phisher often knows how to by-pass a filtering system (such as using an encrypted email).

e Back-ups. It is important to have backups, but to also make sure they are off-site, so that an on-site
infection does not end up encrypting or corrupting the on-site backs. Trend Micro recommend a 3-2-1
rule: at least three copies, in two different formats, with one copy off site/offline.

* Layered protection. A key part of any type of network defence is to have layers of security to defend
against attack, including both network sensors and end-point security.

* Network segmentation. As much as possible, the network should be segmented up, so that different
areas of the network are isolated from others. In this way the infection can be constrained.

* Application control. Rather than having a black list of programs which are not allowed to run on a
computer, increasingly companies operate a white-listing policy, where only applications that are
approved can run on devices. This means that malware programs will not have the rights to run or
access system files.



Ransomware

(o0 VM) 3 UNiGUE DUDK Ky HSA 20
2% 45 YOU 7400 50 001N the pevate key,

oW you 0 COONDL The T, 0OeS
vl Gestroy the by M ) e
o 2% nobody and never will be able %0

ressdce fin

TO ODRaIN the DVALE Ky for tha C0 !
794 20 23y J00 USD | 300 EUR / smiar amount «

COCC sHExts 20 SMCT Dhe mthod of Dayment

Arvy attempt 1O remove Or damage this software will kad to the mmedate
Private key will be destroyed on destruction of the prvate ey by server,
10/12/2013
315 AM

Teme Jeft

68:28:10




