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\****/

Introduction
/****\

Bitcoin is the first widely used financial system for which all the necessary
data to validate the system status can be cryptographically verified by anyone.
However, it accomplishes this feat by storing all transactions in a public
database called "the blockchain” and someone who genuinely wishes to check
this state must download the whole thing and basically replay each transaction,
check each one as they go. Meanwhile, most of these transactions have not
affected the actual final state (they create outputs that are destroyed

a transaction later).


https://asecuritysite.com/encryption/srp
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Popular repositories

grin
Forked from mimblewimble/grin

®Rust W1

Ignotus Peverell
ignopeverell

hacker

Forked from pages-themes/hacker
Block or report user

Hacker is a Jekyll theme for GitHub Pages

B4 Sign in to view email
@®css ¥

Minimal implementation of the MimbleWimble protocol.

Followers 135 Following 0

site-test

Test repository for a slightly more elaborate Grin Jekyll
site

OHTML *1 ¥2

enumset
Forked from Lymia/enumset

A library for defining enums that can be used in compact
bit sets.

® Rust



Public and private keys with ECC

Gradient = Private key:

Oxc9f4f55bdeb5balbd337f2dbc952a5439e20ef9a

p riV f6203d25d014e7102d86aaeel
0 Public key:

G — 0xc44370819cb3b7b57b2aa7edf550a9a5410c234
d27aff497458bbbfec8b6a327,
0x52ala3e222cd89cbd2764b69bd9b0ea5c4fdbea
28861e1f2140eeff9c2e76487

G:
(506626302227734366957871889516853432625
0603453777594175500187360389116729240L,
3267051002075881697808308513050704318447
1273380659243275938904335757337482424L)



Public and private keys with ECC

curve = EllipticCurve(

"secp256kl’,
# Field characteristic.
p=Oxffffffffffffffffrrffffrreffffrreffffrrefffrfrrffffrreffffrreffferffffc2s,
# Curve coefficients.
a=0,
b=7,
# Base point.

— g=(0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798,

0x483ada7726a3c4655da4fbfclel108a8fd17b448a68554199¢c47d08ffbl@d4bs8),

# Subgroup order.
n=0xfffffffffrfffffrrffffrfffffffffebaaedcebaf48a@3bbfd25e8cd@364141,

# Subgroup cofactor. 19b0ea5c4fd6ea
h=1,

52a5439e20ef9a

50a9a5410c234

G:
(506626302227734366957871889516853432625
0603453777594175500187360389116729240L,
3267051002075881697808308513050704318447
1273380659243275938904335757337482424L)



Public and private keys with ECC

curve = EllipticCurve(
"secp256kl’,
# Field characteristic.
p=OXfffffffffffffffffffffffffffffffffrffrffrfrffrffrfffffffffefffffc2f,
# Curve coefficients.
a=0,
b=7,
# Base point.
——— g=(0x79beb67ef9dcbbac55a06295ce870b07029bfcdb2dce28d959f2815b16f81798,
, 50;483°dd7def is_on_curve(point):
ubgroup ¢ S . . . . C
N OXEEEEEEES | ReFurn§ True if the given point lies on the elliptic curve.
% Subgroup ¢ 1f point is None:
h=1, # None represents the point at infinity.

) return True

52a5439e20ef9a

X, Yy = point

return (y * y - x ¥ x * x - curve.a * x - curve.b) % curve.p ==



Point addition in ECC
P

P,=nG
P,=mG
P.=nG+mG = (n+m) G



https://asecuritysite.com/encryption/ecc_add

aliceSecretKey, alicePublicKey = make_keypair()
bobSecretKey, bobPublicKey = make_keypair()

print "\nAlice\'s secret key:\t", aliceSecretKey
print "Alice\'s public key:\t", alicePublicKey
print "Bob\'s secret key:\t", bobSecretKey

print "Bob\'s public key:\t", bobPublicKey

print "\n Now we compare if same

P,=nG

sharedSecret = scalar_mult(bobSecretKey+aliceSecretKey,curve.g) _

P.=nG+mG = (n+m) G
sharedPublic

I

point_add(alicePublicKey,bobPublicKey)

print "(Alice Private+Bob Private)*G",sharedSecret
print "Alice Public+Bob Public",sharedPublic

print "\nNow let's compare..."

if (sharedSecret[@]==sharedPublic[@]):
print "Success!"

else:
print "Failure!"



https://asecuritysite.com/encryption/ecc_add

DUOSCTPULIIL 4. \ZIUVLVLVIOULLLl (1 IJOTIVVIINO(N LOOIJILVOIIOTICUVLIVVVITIINN (1 2JTL(N IIVUULO (N IJVUIOIJ LIV LILTIL,, JLVINIVILUVLYN J001LVIJM OVO0IVOILIOVIVUINUTILOT

471273380659243275938904335757337482424L)

Alice's secret key: 43117620402230955476965528669042438660394005541196203406020707489909525604940

Alice's public key: (4019643073730566083617650647291067328215698160799048102792284657940069948802L, 7046522397686697108343529472844
5479148035854275287211179449856163787341254166L)

Bob's secret key: 113946821188667604779240725709383705264602529738288128886334003594195673575512

Bob's public key: (100435347059380861534234278977306370684954979158715388142830524947248770417046L, 94160905864433229108459971809
356137950237067657681396576702522474464196460484L )

=========NOow we compare if same
(Alice Private+Bob Private)*G (76993010474774159598056594977435333329474333327636586317573761552043530263605L, 751752553989334516777898
25153696420983321174467684797211715435808493620129877L)

Alice Public+Bob Public (76993010474774159598056594977435333329474333327636586317573761552043530263605L, 751752553989334516777898251536
96420983321174467684797211715435808493620129877L)

L

P.=nG+mG = (n+m) G
sharedPublic = point_add(alicePublicKey,bobPublicKey)

print "(Alice Private+Bob Private)*G",sharedSecret
print "Alice Public+Bob Public",sharedPublic

print "\nNow let's compare..."

if (sharedSecret[@]==sharedPublic[@]):
print "Success!"

else:
print "Failure!"


https://asecuritysite.com/encryption/ecc_add

Hiding Transaction Values

Transaction values: V1

T=|(v1+v2+v3)H

Eve would be able to determine the

transaction values over time



https://asecuritysite.com/encryption/ecc_add

Blinding factor

Transaction values: V4



https://asecuritysite.com/encryption/ecc_blind

Blinding factor

(ril*G + vilxH) + (ri2*G + vi2xH) = (ro3*G + vo3x*H)

Transaction values: V4 Vo V3 — oo

Blinding factor



https://asecuritysite.com/encryption/ecc_blind

Blinding factor

(ril*G + vilxH) + (ri2*G + vi2xH) = (ro3*G + vo3x*H)

Transaction values: V4 Vo V3 — oo

Blinding factor

ril + ri2 = ro3


https://asecuritysite.com/encryption/ecc_blind

r3=rl+r2

Blinding factor -1+

_ aliceSecretKey, alicePublicKey = make_keypair()
( ri1xG + bobSecretkey, bobPublicKey = make_keypair()

print "\nAlice\'s secret key:\t", aliceSecretKey
print "Alice\'s public key:\t", alicePublicKey

print "\n
Transac
' va = point_add(scalar_mult(rl*bobSecretKey,curve.g),scalar_mult(vl*bobSecretKey ,curve.g))
vb = point_add(scalar_mult(r2*bobSecretKey ,curve.g),scalar_mult(v2*bobSecretKey ,curve.g))
vrl = point_add(va,vb)

print "Transaction (r1*G + v1*G) + (r2*G +v2*G): ",vrl

vr2 = point_add(scalar_mult(r3*bobSecretKey ,curve.g),scalar_mult(v3*bobSecretKey,curve.g))
print "Transaction (r3*G + v3*G): ",vr2

print "\nNow let's compare..."
~if (vrl[@]==vr2[0]):

print "Success!"
else:

print "Failure!"


https://asecuritysite.com/encryption/ecc_blind

r3=rl+r2

Blinding factor -1+

_ aliceSecretKey, alicePublicKey = make_keypair()
( ri1xG + bobSecretkey, bobPublicKey = make_keypair()

print "\nAlice\'s secret key:\t", aliceSecretKey

Alice's secret key: 110672200165973757670706606013807185435784586203078289927107093258368544244209
Alice's public key: (97877912897005737218928527353789673381377340700475699151216756276689766435015L, 878384386299278479120468257697
41818157159420065666269753906778707978168856075L)

Transaction (rl1*G + v1*G) + (r2*G +v2*G): (75012975245730542912551430086949413769034689023115807054516566426350436876319L, 42840948626
806857828893112378852997190784128370121817339191672098791182051629L )

Transaction (r3*G + v3*G): (75012975245730542912551430086949413769034689023115807054516566426350436876319L, 42840948626806857828893112
378852997190784128370121817339191672098791182051629L )

Now let's compare...
Success!

- - - -~ - . - - - -~ - -

print "Transaction (r3*G + v3*G): ",vr2

print "\nNow let's compare..."
if (vrl[@]==vr2[0]):

print "Success!"
else:

print "Failure!"


https://asecuritysite.com/encryption/ecc_blind

Proving No New Currency
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Pay Alice 4 BTC |
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Blockchain
Only Bob knows 10.
Bob and Alice know 4. PN

_—
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Now we sent to Trent o
Bob can prove -> X =4*G + 10*H - 4*G + 10*H => 0 N g



https://asecuritysite.com/encryption/ecc_add

Signing Transaction

[ e ) [ aice
r=10 % 8
_\\_/ -~

\
\

\
Pay Alice 4 BTC
|

Blockchain
Only Bob knows 10.
Bob and Alice know 4. PN
- &
T - N\
Now we sent to Trent e {
Bob can prove -> X =4*G + 10*H - 4*G + 10*H =>0 —

Trent has a private key of 11
Y-Xi=(11*G+ 10*H) - (4*G + 10*H) = 8*G

:

Sum of blinding factors

Valid public key to
prove Y-Xi
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