Lab 4: Asymmetric (Public) Key

Objective: The key objective of this lab is to provide a practical introduction to public key
encryption, and with a focus on RSA and Elliptic Curve methods. This includes the creation of
key pairs and in the signing process.

Web link (Weekly activities): https://asecuritysite.com/esecurity/unit04
Video demo: https://youtu.be/6T9bFA2nl3c

A RSA Encryption

A.1  The following defines a public key that is used with PGP email encryption:

————— BEGIN PGP PUBLIC KEY BLOCK-----
version: GnuPG v2

MQENBFTZz1i1ABCADIEWChOygRQmMU4AYQAMj2Pn68Sqo91TPdPcItwo9LbTdv1YCFZ
w3qLTp2RORMP+Kpdi92CThdUYHDMZTHZ3IWTBgo9+y/Np9UI6tNGocrgsqdxwzls
4vX4jIRAdC7QySSh9uxDpRWT9sggEvV1pahl36r95zuyjClEXnoNxdLItx8PT11iCXcC
hv/v4+KfoyzYh+HD14xP2bt1S07dkasYZ6cA7BHY19k4xgEWXVVYtNjSPjTSQY5R
cTayxveGafuxmhSauzKiB/2TFErjEt49Y+p07tPTLX7bhMBVbUvOjtt/JeUKV6VK
R82dm0d8seUvhwOHYB0OJL+3S7PgFFsLO1NV5ABEBAAGOLKkIpbGwgQnVjaGFuYw4g
KE5vbmUpIDx3LmI1Y2hhbmFuQG5hcG11ci5hyy51az6IATKEEWECACMFATTZ1i1AC
GWMHCwWk IBWMCAQYVCAI JCgsEFgIDAQIeAQIXgAAKCRDSAFZRGtdPQi13B/9KHeFb b
CFhcLoC60qy+JoaHupJqHBqGCc48/5Nu4gbt6fB1AQ/HAM+60g400zohgkQb80HOX
YbIVv4sv4vYMULd+FKOg2RdGeNMM/awdqYo90qb/wW2aHCCyXmhGHEEuok9jbc8cr/
xrwLOgbwlwpad8RfQwyVvu/vZ3Eg30seL4SedEmwOO
cr15XDIs6dpABEBAAGIARSE

GAECAAKFATTZi 1ACGWWACgkQ7ABWURIrXTOKZTgf9FUpkh3wv7ac5M2wwdEjtOrDx
nj9kxHI9hhuTX2EHXUNLH+SWLGHB(q502sq3jfP+owEhs8/Ez0j1/fSKIqAd1z3mB
dbgwPjzPTY/mOIt+wv3epOM75uwWjD35PFOrkxxzmef6Ssrjzplsk0B9bRy2v9IiwWN9
9ZkuvcfH4vT++PognQLTUGNXOFGpD1agrG01XSCtIwQXCXPfwdtbIdThBgzH4f1Z
ssAIbCaB1QkzfbPvrMzdTIP+AXg6++K9SNO9IN/FRPYZjUSEmMpRp+0x31wymvczcu
RmyUQuF+/zNnSBVgtYlrzwaYi05XfuxGOWHVHPTtRYJI5pF4HSqiuvk6z/4z3bw==
=ZrP+

Using the following Web page, determine the owner of the key, and the ID on the key:

https://asecuritysite.com/encryption/pgp 1

By searching on-line, can you find the public key of three famous people, and view their key
details, and can you discover some of the details of their keys (eg User ID, key encryption
method, key size, etc)?

By searching on-line, what is an ASCII Armored Message?




A.2  Bob has a private RSA key of:

MIICXAIBAAKBgQCwgjkeoyCxm9v6vBnUi5ihQ2knkdxGDL3GXLIUU43/froegk7q9mtxT4AnPAaDX3f2r4STZYYigXGsH
CUBZcI90dvzfbYiEM50Y2jgsmgBjf2Xkp/8HgN/XDw/wD2+zebYGLLYtd2u3GXxx9edql8kQcu9LaMH+TicFQyfqouwTjQ
IDAQABAOGAD7L1a6Ess+9b6G70gTANWkKIpshvzDGb63mxKRepaJEX8SRIEQLAOYDNsC+pkKO8IsfHreh4vrp9bszuECr
B10OHSjwDBOS/fm3KEwbsaaXDUAuOdQg/IBMXAKzeATreoIYJItYgwzrl++fuqukabAZumvonwlyBIs2z103kDz2ECQQDN
n3JpHirmgvdf81lyBbAJaXBXNIPzOcCthlzwFAS4EvVrE35n2HvUQURhy3ahUKXsKX/bGvwzmC206kbLTFEygVAKEAWXXZN
PkaAY2vuoUCN5NbLZgegrAtmu+U2woa5A0fx6uxmshgxoliDXEC71FbNIgHBg5srsUyDj30sToLmDVjmQIAIY7gLYOA+S
Cc6BtMavBgLX+bxCwFmsoZHOSX3179smTRAJ/HY64RREISLIQLq/yW7IWBZzXQ5WTHg1iNZFjKBvQIBAL3t/vCIWRZ0OEbs
5FaB/8Uwhhsrbtx1GdnkojIGsmvOvHSf6poHqUiay/DV88pvhN11ZG8zHpeUhnaQccl9ekzkCQDHHGILYCOqTgsyYms//
cW4sv2nuOE1lUezTjUFeqO1sg0+WN96b/M5gnv45/Z23xZxzI4HOCI /NRWXNOtEUkw+zY=

And receives a ciphertext message of:

Pob7AQzzSm1618nMwTpx3V74N45x/rTimuQeTT10yHq8F0dsekzg0OT385311s1HUZWCX6ZRFPFMI1RNYR2Yh7AKQtFLVX91
YDfb/Q+SkinBIBX59ER3/fDhrvkKxIN4S6h2QmMSRbTh4KdvhyY6coxu+g481h7TkQ21g93/nCpAnYQ=

Using the following code:

from Crypto.PublicKey import RSA
from Crypto.Util import asnl
from base64 import b64decode

msg=""Pob7AQzZzSm1618nNMwTpx3V74N45x/rTimuQeT10yHq8F0dsekzgOoT38531s1HUZWCX6ZRFPFMI1RNYR2Yh7AkQtF
LVx91YD£b/Q+SkinBIBX59ER3/thrVKxIN4S6hZQmMSRb1h4KthyY6cOxu+g48]h7TkQ2Ig93/nCpAnYQ="
privatekey =
'MIICXAIBAAKBgQCwgjkeoyCxXm9v6VvBnUi5ihQ2knkdxGDL3GXLIUU43/froeqgk7q9mtxT4AnPAaDX3f2r4STZYY1gXGs
HCUBZcI90dvzf6YiEM50Y2jgsmqBjf2Xkp/8HgN/XDw/wD2+zebYGLLYtd2u3GXx9edql8kQcu9LaMH+f1icFQyfqouwTj
QIDAQABAOGAD7L1a6Ess+9b6G70gTANWkKIpshvzDGb63mxKRepaJEX8SRIEQLAOYDNsC+pkkK08IsfHreh4vrp9bszuEC
rB1OHSjwDBOS/fm3KEwWbsaaxXxDUAu0dQg/JIBMXAKzeATreoIYJItYgwzrl++fuqukabAzumvonwlyBIs2z103kDz2ECQQD
nn3JpHirmgvdf81lyBbAJaXBXNIPzOcCthlzwFAS4EVrE35n2HvUQURhy3ahUKXsKX/bGvwzmC206kbLTFEygVAKEAWXXZ
nPkaAY2vuoUCN5NbLZgegrAtmU+U2woa5A0fx6uxmShqxoliDxEC71FbNIgHBg5srsUyDj30s1oLmDVjmQIAIY7LyOA+
sCc6BtMavBgLX+bxCwFmsoZHOSX3179smTRAJ/HY64RREISLIQLq/yW7IWBzXQ5WTHg1i1NZFjKBVQIBAL3t/vCIWRZOEDb
s5FaB/8uwhhsrbtX1Gdnk0jIGsmvVOVHST6poHqUiay/DVv88pvhN11zG8zHpeUhnaQccl9ekzkCQDHHGILYCOqTgsyYms/
/cW4sv2nuOE1lUezTjUFeqO1sgOo+WN96b/M5gnv45/Z3xZxzI4HOCI /NRWXNOtEUkw+zY="

keyDER = b64decode(privatekey)
keys = RSA.importKey(keyDER)

dmsg = keys.decrypt(b64decode(msg))
print dmsg

What is the plaintext message that Bob has been sent?

B OpenSSL (RSA)

We will use OpenSSL to perform the following:

No | Description Result
B.1 | First we need to generate a key pair with: What is the type of public key method
used:

openss1 genrsa -out private.pem 1024

How long is the default key:

This file contains both the public and the private

Key. How long did it take to generate a

1,024 bit key?




Use the following command to view
the keys:

cat private.pem

B.2 | Use following command to view the output file:

cat private.pem

What can be observed at the start and
end of the file:

B.3 | Next we view the RSA key pair:

openss] rsa -in private.pem -text

Which are the attributes of the key
shown:

Which number format is used to
display the information on the
attributes:

openss] rsa -in private.pem -des3 -out
key3des.pem

B.4 | Let’s now secure the encrypted key with 3-DES:

Why should you have a password on
the usage of your private key?

B.5 | Next we will export the public key:

openssl rsa -in private.pem -out
public.pem -outform PEM -pubout

View the output key. What does the
header and footer of the file identify?

B.6 | Now create a file named “myfile.txt” and put a
message into it. Next encrypt it with your public
key:

openss1 rsaut]l -encrypt -inkey
public.pem -pubin -in myfile.txt -out
file.bin

B.7 | And then decrypt with your private key:

openss]1 rsaut]l -decrypt -inkey
private.pem -in file.bin -out
decrypted. txt

What are the contents of decrypted.txt

On your VM, go into the ~/.ssh folder. Now generate your SSH keys:




ssh-keygen -t rsa -C "your email address"

The public key should look like this:

ssh-rsa
AAAAB3NZzaClyc2EAAAADAQABAAABAQDLrriuNYTyWuClIwW7H6yea3hMv+rm029m2f6Iddt1ImHroXjNwYyt4ETkkc7Az0
y899C3gpx0kIK45k/CLbPNrHVKLYVtQOAbzZWEQPOKXI+tWO6PCqINMTB8ITRLGIFQ++ZanjHwWMw20dew/514y1dQ8dccCo
uzeGhL2Lg9dtfhSxx+1cBLcyoSh/T1Qcs1HpXtpwU8IMxWI1409RQ0OVNn3gousp/P/OR8mz/RwWkmsFsyDRLgQK+xtQxbpbo
dpnz51I0PWN5LNTOs77eHmL3WikTyg+QLZ3D3m44NCeNb+b0IbfaQ2zB+1v8C30xy1xSp2sxzPzZMbrzwqGSLPjgDiFIBL
w.buchanan@napier.ac.uk

View the private key. Outline its format?

On your Ubuntu instance setup your new keys for ssh:
ssh-add ~/.ssh/id_git

Now create a Github account and upload your public key to Github (select Settings-> New
SSH key or Add SSH key). Create a new repository on your GitHub site, and add a new file
to it. Next go to your Ubuntu instance and see if you can clone of a new directory:

git clone ssh://git@github.com/<user>/<repository name>.git

If this doesn’t work, try the https connection that is defined on GitHub.

C  OpenSSL (ECC)

Elliptic Curve Cryptography (ECC) is now used extensively within public key encryption,
including with Bitcoin, Ethereum, Tor, and many IoT applications. In this part of the lab we
will use OpenSSL to create a key pair. For this we generate a random 256-bit private key (priv),
and then generate a public key point (priv multiplied by G), using a generator (G), and which
is a generator point on the selected elliptic curve.

No | Description Result

C.1 | First we need to generate a private key with: Can you view your key?

openss1 ecparam -name secp256kl -genkey
-out priv.pem

The file will only contain the private key (and
should have 256 bits).

Now use “cat priv.pem” to view your key.

C.2 | We can view the details of the ECC parameters Outline these values:
used with:

Prime (last two bytes):
openssl ecparam -in priv.pem -text -
param_enc explicit -noout A

B:

Generator (last two bytes):




Order (last two bytes):

C.3 | Now generate your public key based on your How many bits and bytes does your
private key with: private key have:

openss1 ec -in priv.pem -text -noout

How many bit and bytes does your
public key have (Note the 04 is not
part of the elliptic curve point):

What is the ECC method that you
have used?

If you want to see an example of ECC, try here: https://asecuritysite.com/encryption/ecc

D Elliptic Curve Encryption

D.1 Inthe following Bob and Alice create elliptic curve key pairs. Bob can encrypt a message
for Alice with her public key, and she can decrypt with her private key. Copy and paste
the program from here:

https://asecuritysite.com/encryption/elc

Code used:

import OpenSSL
import pyelliptic

secretkey="password"
test="Test1l23"

alice = pyelliptic.ECcCc()
bob = pyelliptic.ECC()

print "++++Keys++++"

print "Bob's private key: "+bob.get_privkey().encode('hex")
print "Bob's public key: "+bob.get_pubkey().encode('hex"')
print

print "Alice's private key: "+alice.get_privkey().encode("'hex")
print "Alice's public key: "+alice.get_pubkey().encode('hex")
ciphertext = alice.encrypt(test, bob.get_pubkey())

print "\n++++Encryption++++"

print "Cipher: "+ciphertext.encode('hex')

print "Decrypt: "+bob.decrypt(ciphertext)

signature = bob.sign("ATlice")

print

print "Bob verified: "+ str(pyelliptic.ECC(pubkey=bob.get_pubkey()).verify
(signature, "Alice"))

For a message of “Hello. Alice”, what is the ciphertext sent (just include the first four
characters):




How is the signature used in this example?

D.2 Let’s say we create an elliptic curve with y> = x3 + 7, and with a prime number of 89,
generate the first five (x,)) points for the finite field elliptic curve. You can use the Python
code at the following to generate them:

https://asecuritysite.com/encryption/ecc_points

First five points:

D.3 Elliptic curve methods are often used to sign messages, and where Bob will sign a
message with his private key, and where Alice can prove that he has signed it by using
his public key. With ECC, we can use ECDSA, and which was used in the first version
of Bitcoin. Enter the following code:

from ecdsa import SigningKey,NIST192p,NIST224p,NIST256p,NIST384p,NIST521p,SECP256k1
import base64
import sys

msg="HelTlo"
type = 1

cur=NIST192p

sk = SigningKey.generate(curve=cur)
vk = sk.get_verifying_key()
signature = sk.sign(msg)

print "Message:\t",msg

print "Type:\t\t",cur.name
print "

print "Signature:\t",base64.b64encode(signature)

print "

print "Signatures match:\t",vk.verify(signature, msg)

What are the signatures (you only need to note the first four characters) for a message of
“Bob”, for the curves of NIST192p, NIST521p and SECP256k1:

NIST192p:
NISTS521p:
SECP256k1:

By searching on the Internet, can you find in which application areas that SECP256k1 is
used?




What do you observe from the different hash signatures from the elliptic curve methods?

E RSA
E.1 We will follow a basic RSA process. If you are struggling here, have a look at the
following page:

https://asecuritysite.com/encryption/rsa

First, pick two prime numbers:

p:
q:

Now calculate N (p.q) and PHI [(p-1).(g-1)]:

N:
PHI =

Now pick a value of e which does not share a factor with PHI [gcd(PHI,e)=1]:

Le=

Now select a value of d, so that (e.d) (mod PHI) = 1:
[Note: You can use this page to find d: https://asecuritysite.com/encryption/inversemod]

Ld=

Now for a message of M=5, calculate the cipher as:

| C =M (mod N) =

Now decrypt your ciphertext with:

| M =C¢ (mod N) =

Did you get the value of your message back (M=5)? If not, you have made a mistake, so go
back and check.

Now run the following code and prove that the decrypted cipher is the same as the message:

[

% q
=(p-1)*(g-1)

p
q
N
P
e
f d in range(1,100):

=1
=3
=p
HI
=3
or




if ((e*d % PHI)==1): break
print e,N
print d,N
M=4
cipher = M**e % N
print cipher
message = cipher**d % N
print message

Select three more examples with different values of p and g, and then select e in order to
make sure that the cipher will work:

E.2 Inthe RSA method, we have a value of e, and then determine d from (d.e) (mod
PHI)=1. But how do we use code to determine d? Well we can use the Euclidean
algorithm. The code for this is given at:

https://asecuritysite.com/encryption/inversemod

Using the code, can you determine the following:

Inverse of 53 (mod 120) =

Inverse of 65537 (mod 1034776851837418226012406113933120080) =

Using this code, can you now create an RSA program where the user enters the values of p, q,
and e, and the program determines (e,N) and (d,N)?

E.3 Run the following code and observe the output of the keys. If you now change the key
generation key from ‘PEM’ to ‘DER’, how does the output change:

from Crypto.PublicKey import RSA
key = RSA.generate(2048)

binPrivkey = key.exportkey('PEM')
binpPubkey = key.publickey().exportkey('PEM")

print binPrivkey
print binPubKey




F:

PGP

F.1 The following is a PGP key pair. Using https://asecuritysite.com/encryption/pgp, can

you determine the owner of the keys:

BEGIN PGP PUBLIC KEY BLOCK-----

version: OpenPGP.js v4.4.5
Comment: https://openpgpjs.org

xkOEXEOYVQECAIpLP8wfLxzgcolMpwgzcUzT1HOicggOIyuQKsHMAXNPuUgzU
XONeaawrJhfi+f8hDRojI5Fv8jBIOM/KWFMNTT8AEQEAACOUYmMTsbCA8Ymls
bEBOb211LmMNVbT7CdQQQAQAHWUCXEOYVQYLCQCIAWIEFQYKAgMWAgECGQEC
GWMCHgEACgkQONSXEDYt2ZjkTAH/b6+pDfQLi6zg/YOtHS5PPRV1323cwoay
VMcPjnwa+VfiNyXzY+UJKR1PXskzDVHMLOyVpUcjle5ChyT5L0Ow/ZM5NBFXD
mLOBAgDY1TsTO6vVQxu3jmfLzKMAr4kLqqIuFFRCapRUHYLOjwlglZS9p0ObF
S0gqS8zMEGPNIQZXKkG8YECH3gHX 1 rvALtABEBAAHCXWQYAQQACQUCXEOYVQIb
DAAKCRCg2xCcQNi3ZmMAGATIw/XazfELDGIW3512zwl2rkwM7 rk97aFrtxz5w
XwA/59qoVP01Qxk1b9qpX7Rvd6rLKu7zoX7F+sQodlsCwrMw

=CXT5

BEGIN PGP PRIVATE KEY BLOCK-----

version: OpenPGP.js v4.4.5
Comment: https://openpgpjs.org

XCBMBFXDMLOBAgCKSZ/MHY8C4HKITKCIM3FMO5R9INIIDiMrkCrBzOFzT70M
1F9DXmmsKyYX4vn/IQ0aIyeRb/IwSNIvysBTDUO/ABEBAAH+CQMIBNTT/OPV
TJzgvF+fLOSLSNYP64QfNHav50744y0OMLV/EZT3gsBwO9V4XF2SsZj6+EHbk
09gw1i 31BAIDgSaDsIYf7xPOhp8iEwWwwrukC+j1GpdTsGDIpeYMIsVVv8Ycam=5NaF

F.2

Using the code at the following link, generate a key:

https://asecuritysite.com/encryption/openpgp

F.3 Animportant element in data loss prevention is encrypted emails. In this part of the lab
we will use an open source standard: PGP.
No | Description Result
1 Create a key pair with (RSA and 2,048-bit keys):
How 1s the
gpg --gen-key randomness
generated?

Now export your public key using the form of:

gpg --export -a "Your name" > mypub.key

Now export your private key using the form of:

gpg --export-secret-key -a "your name" >
mypriv.key

Outline the contents
of your key file:




Now send your lab partner your public key in the contents of an
email, and ask them to import it onto their key ring (if you are
doing this on your own, create another set of keys to simulate
another user, or use Bill’s public key — which is defined at
http://asecuritysite.com/public.txt and send the email to him):

gpg --import theirpublickey . key
Now list your keys with:

gpg --1list-keys

Which keys are
stored on your key
ring and  what
details do they have:

Create a text file, and save it. Next encrypt the file with their
public key:

gpg -e -a -u "yvour Name" -r "Your Lab

Partner Name" hello.txt

What does the -a
option do:

What does the -r
option do:

What does the —u
option do:

Which file does it
produce and outline
the format of its
contents:

Send your encrypted file in an email to your lab partner, and get
one back from them.

Now create a file (such as myfile.asc) and decrypt the email using
the public key received from them with:

gpg -d myfile.asc > myfile.txt

Can you decrypt the
message:

Next using this public key file, send Bill
(w.buchanan@napier.ac.uk) a question
(http://asecuritysite.com/public.txt):

MQENBFXEQeMBCACtgu58j4RUE340W3X0y4PIX1LV/8P+FUUFs8Dk4WO5zUIN2NTN
45fIASAKCH8cV2wbCVwjKEPOh4p5IE+1 rwQK7bwYx7Qt+gmrm5eLMUM8IVXAL8wT
AOPS7XeKTzxa4/jwagJlupmmYL+Muv9o5haqYpTOYCCcVR135KAZTx743YuwcNgver
3Em0+gh4F2TXsefjniwuJRGY3Kbb/MAM2ZzC2f7FfCIVb1C300LB+KwCddzP/2311
nogmzaVFO0gQrHQ5EZGK3j354fzHNq14TMS3¢c21YkPOO/DV6BkgIHtG5SNITIdVEdQhDid you receive a
reply:
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mMTfsTwhwOwRypOjbVLEs3yxLgE4e ThCCmgi TNpnmMW5AQOEXERBAWEIAKCPIgmM
08m6Xm163XtAZnx3t02EISAV6UOYINIC8aEudNWg+/ptkkanubm38dPn0o11mgoyC
FEu4qFJHbMidkEEac5301gvhRK7jv94KF3vxgKr/byYnx1tghqCfxesga9jfAHVE]
M6sx4ex0oc+/52YskpvDUs/eTPnwoQnbgjP+wsZpNgOowSeyo5urbfD61vefgk5A
TFBITQUEOT1pb6IMKkcBZZVpZWOChbwPWCB9IZMui rbSyksuTLdqgESW7MyKBjCae
E/THuTazumad/PyEbORCbODAMb55L6CD2W2DUQUVBLIOFNGKTYWKS5L /IZNATWBYI IBWIGFQ0JCASCBBYCAWECHGECF4AA
CgkQd5kNecOXwIMKtggAi3FA+td7f0sdo+KFntWH4QNQVEaRjJIXboFSx602wqME
NZVPobw9ka4sYr9mejgmlvNzeAxJ 1dAHV1k5BPMUWA/NdHozPvmvmbKU7VjIxZ/f
MgpP2Pal0/zBdkw80pbJlel12SbgBtFOn4wQY3hSEBDYHCBWGI/ZbLSLXLIH2e+frL
Z3wibuzrGPeRLNIhgINADMDFUGMLTCSK8RaACIHjULOgy4zstiZGGBQIyr820910g
tahuv/180s4DcvS3kyuJqQFv7sBYfDRCMQTfWSXDwwIk1AmUbpQpTZIAlyLeb5tNE
LizcIwHPoul0iY8/1tpFVHKV6ENzAQyi2iGj7F1S0rkBDQRcXWIhAQgAXUxras8l
Css2KFOyKeXN/nuFG132bEPPoquMA7949eNatbF/6g8Gw5+sva93q5ueBnveQvn6
mywCF/62z8EL/vpmyp47iaGIluLdotSmayHrlmrlDog0q7GUG8mTfFmzKwmP/Jzt21
+ROuDRkqp73RRNcczKgSeGLRxjLnyY5+017F4NPhen4XE0]T10FgzAghACSZSYEQ9==
=DvmI

Next send your public key to Bill (w.buchanan@napier.ac.uk),
and ask for an encrypted message from him.

TrueCrypt

No | Description Result

1 Go to your Kali instance (User: root, Password:
toor). Now Create a new volume and use an CPU (Mean)
encrypted file container (use tc_yourname)
with a Standard TrueCrypt volume. AES:

AES-Twofish:

When you get to the Encryption Options, run the | AES-Two-Seperent

benchmark tests and outline the results: Serpent -AES
Serpent:

Iruecrypt votume Creation wizara
Encryption Options
Encryption Algorth Twofish:

AES B Test

ecr
(AES-256). Mode of operation s XTS.

Benchmark

Hash Algorithm

RIPEMD-160

Help <Prev | Next> Cancel

Serpent-Twofish-AES
st e et ot 599 Twofish-Serpent:
Which is the fastest:

Which is the slowest:
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use FAT for the file system.

2 Select AES and RIPMD-160 and create a
100MB file. Finally select your password and

What does the random pool
generation do, and what does it use
to generate the random key?

3 Now mount the file as a drive.

Can you view the drive on the file
viewer and from the console?
[Yes][No]

them.

4 Create some files your TrueCrypt drive and save

Without giving them the password,
can they read the file?

With the password, can they read
the files?

The following files have the passwords of “Ankle123”, “foxtrot”, “napier123”, “password” or
“napier”. Determine the properties of the files defined in the table:

File Size | Encryption | Key | Files/folders | Hidden | Hash
type size | on disk partition | method
(y/m)

http://asecuritysite.com/tctestO1.zip

http://asecuritysite.com/tctest02.zip

http://asecuritysite.com/tctest03.zip

Now with truecrack see if you can determine the password on the volumes. Which

TrueCrypt volumes can truecrack?

H Reflective statements

1. In ECC, we use a 256-bit private key. This is used to generate the key for signing
Bitcoin transactions. Do you think that a 256-bit key is largest enough? If we use
a cracker what performs 1 Tera keys per second, will someone be able to

determine our private key?

| What | should have learnt from this lab?

The key things learnt:
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e The basics of the RSA method.
e The process of generating RSA and Elliptic Curve key pairs.

e To illustrate how the private key is used to sign data, and then using the public key to

verify the signature.

Additional

The following is code which performs RSA key generation, and the encryption and
decryption of a message (https://asecuritysite.com/encryption/rsa_example):

from Crypto.PublicKey import RSA
from Crypto.Util import asnl

from base64 import b64decode

from base64 import b64encode

from Crypto.Cipher import PKCS1_OAEP
import sys

msg = "hello...'

if (len(sys.argv)>1):
msg=str(sys.argv[1l])

key = RSA.generate(1024)

binPrivkey = key.exportkKey('PEM')
binpPubkey = key.publickey().exportkey('PEM')

print

print "====Private key==="
print binPrivkey

print

print "====Public key==="

print binPubKey

privkeyObj = RSA.importKey(binPrivKkey)
pubKeyObj = RSA.importKey(binPubKey)

cipher = PKCS1_OAEP.new(pubKeyObj)
ciphertext = cipher.encrypt(msg)

print
print "====Ciphertext===
print b64encode(ciphertext)

cipher = PKCS1_OAEP.new(privKeyobj)
message = cipher.decrypt(ciphertext)

print
print "====Decrypted===
print "Message:",message

Can you decrypt this:

FipV/rvwDyUarewl4g9pneIbkvMaeulqSik55M1vkiEsCRrDLg2fee8g20Grwxx2j6KH+VafnLfn+QFBYIKDQKY+GoJQ3

B5bD8QSzPpoumIhdSILCcOdHNSZTseuMAM1CSBawbddL2Kmpw2zmeiNTrYeA+T6XE9IdgOFrzOUrtkw=

The private key is:

————— BEGIN RSA PRIVATE KEY-----
MIICXgIBAAKBgQCQRUCTX4+UBgKXGUV5TB3A1lhznuwazkL1sUdBbM4hXo0+n307v
jklufhitbrvgkl3mMla7cMpyIadl1ohszn8jcvGdNY/Xc+rv7BLTR8FeatOIXGqV+G
d3vDXQtsxCDRNjXGNHfWzZCypHn1lvqvDul1B2q/xTywWcKgC61vj8mMiHXCAQIDAQAB
AOGAA7ZYA1jgAGON6hG3xtU2ynIG1FOMoFpTY7hegOtQTAV6+mXoSUC8K6NNkgqO
2Zrw5vm8cNXTPWYEi4Z+9bxjusU8B3P2s8w+3t7NNOvDM18hiQL210S0s7HL1Gzb
IgkBc131S6b+B8qgF2YtOoLaPrwke2uvOTPZGRVLBGAKCW4YECQQDFhZNgWWTFgpzn
/qrvyvwedtn92CmUBT+8pxgaEUEBF41jA0yR4y97pvM85ze]1Kcj7VhwOCNyBZEN
ItCNmeldAKEA3LB0oaCjInEXwhAJ80J0S52RT7T+3LI+rdPKNomzWOVZZ+F/SVY7A
+v0IGQaUenvK1PRhbefJraBvvN+d009a9QIBAIWWLXGPgYD1BPgD1W81PrUHORhA
SVHMMItFjkxi+wla2P1If//nTdrFoNxs1XgMwkXF3wacnSNTM+cils5akrkcqQQca
0102Bsz14rfit/gurzMMwcbw6YFPDWhDtKU7ktvpjEaOe2gt/HYKIVROVMATIGSa
XPZbzVsKduOrm1h7NRI1AKEAttA2r5H88nqH/9akdE9G17005Yvd8CM2Ngp5Am9g
Cozf0TNzQS/X2avLEiwtNtEVUbLGpBDgbvnNotoYspjqpg==

————— END RSA PRIVATE KEY-----
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