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e Code Types.
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e Forensic File Analysis.
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e Exploit Kit.
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namespace code_forensics_ex01

class Program
High'level Source COde ¢ static void Main(string[] args)
(C#, VBNET) ~— ! string name = ""

Console.wWrite("Enter your names>");
name~Console.ReadLine();
console.wWrite("Name: " + name);

}

High-level Source Code
(C++, FORTRAN, BASIC,
Delphi, etc)

-method private hidebysig static void main{stringl] args) cil managed

-entrypoint
// Code size 42 (Ox2a)

OBJ Code (X86 or X64) MSIL (MICI’OSOft [I‘:Eﬁ:i:::{mi ([0] string name)

. IL_0001: Tldser
IL_0006: stloc.
Intermed Iate IL_0007: Tdstr "Enter your names:"
IL000c: call woid [mscorlib]system.Console: tWwrita(string)
Language) - EXE 1L 001L: o
IL0012: call string [mscorlib]System.Console: :Readiine()
IL0017: stloc.d
IL_0018: Tdstr “Nane: ¥
IL_001d: Tdloc.d
IL_00le: call string [mscorlib]System.String::Concat(string,
string)
TL_0023: call woid [mscorlib]System.Console: Write(stringl
IL_0028: nop
IL_0029: ret
} // end of method Program::Main

.NET Framework
Operating System Operating System Ring 0
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(C++, FORTRAN, BASIC,
Delphi, etc)
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Machine Code
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Operating System
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A Backdoor  |Backdoor. An Trojan horse | Trojan horses.

malc\)/\;are intentional Thls_lnvolves users
Classification system hook : ru}?'mr?? prkogri':_l;ns
. -
> i ] »
3 ,_.//”‘(‘

but install an illicit
program which will
typically do
damage to the

Ransomware host.
Ransomware.

Ransomware
involves extorting
money from
victims, such as for
access a given site
such as for pirate
software.

connect to.

Exploit. This involves using
compromising a vulnerability, such
as Application (Adobe Reader),
Operating System (Windows) or
Browser (Mozilla).

Viruses

Malevolent worms. This involves
a worm program which mutates in
a given way which will eventually
reduce the quality of service on the
network, such as using up CPU
resources or network bandwidth.

Viruses. This
involves attaching
program which self
replicate themselves.
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file Edb Event Fiker Tocks Options Helo Fle Edit Everk Fiter Teok Opficns Hele
Fh AFE 4@ B A8 KELTHE FH ABE TAS | 8 M5 (#HB i@
Time . Piocess Hame FIl  Dperalion Path Fesull Detail e e FID  Opessbion Pt Flazdl Detal ™~

4424 j Exphoie EXE 1812 B\Qua_ulipan CADocumernts and Settngs\Adminisbat... SUCCESS CrestionTic FAZ A Sz o E52 @FegOporkay  HELMWEECURITT WPaicy SIUCCESS Desred AC

4424 g Enplorer EXE 1912 #h CreateFie Ch\Documents and Sefingssddmmisbat.. SUCCESS Dregined A 4424 5553 200 [3e) ﬁﬁagcp.e.-ney HELMVSECURIT WPalicy SUCCESS Desied dc

4424 j Enploie EXE 1812 Bh CresteFileMapp. . C\Documerts and Settngs\Admnist &, SUCCESS SpreType 4424 At moan Eﬁtgglﬂly\;dm HELMVSECURITY Pl 4D, BUFFER DWERFL . Length: 12
d

AA24 . W Exploren EXE 1812 %Dua.USLandardl. C:ADocumerts and SettngsAdminisvat... SUCCESS AlocalionS 4424 any mom Flegllosetay  HELMUSECLIFIT Y Policy SUCTESS

424 g Enplorer EXE TE12 Sk CreateFletapp, CADocuments and Settngssddmmetat.,. SUCCESS ST ype 4424 622 @ RegOperkay  HELMVSECURITY WPalisy\Seclase SUCCESS Desred &
2424 ' Enploie EXE 1812 Bh DlossFle C\Docwments ad Seltngshddmnistal.. SUCCESS 4 532 @ RegDuenVaue HELMVSECURITY Policy\SeclasciD.. SUCCESS Tyoe REG
A:42-4 . evchostexa 124 #hFReadFie CNAN DO S s petem 32 whembR eposi.. SLICCESS Offzal: BHO 42 X 652 @ Feqlloseiay  HELMVSECURITY W Palicy\S eclisec SUCCESS

a4 sochash exe 124 Bk FeadFie CAWAND W Shapstemm T whemFleposi, SUCCESS Ozt 204 A 632 @ Reqllosekey  HELMASECURITY\Policy SUCCESS

424 . Swwchostae 124 BhReaFle CVWIMD O Shapstem 32\ wbemiR posi. SUCCESS Difsel: 605 . FegDperkey  HELMVSECUIRITYPelicy SUCCESS Desred fic
4474 schost exe 124 whReadFie C: VAR DO S sy stern 22 whemiF eposi. SUCCESS Dffsnt: 325 . 2T e EEFrglperkiay  HELMASECLIAITY PolicyS ecllenc SUCCESS Dezred 4
f474 suchasl exe 124 Bk FeadFie CAWIND W Shapstem 3 whemepos, SUCCESS Difset: 268 4 637 @ Regueyvalue HELMSECURITY Policy\SeclieschiD.. BUFFER OVERFL . Length 12
A4 T wchostewe 124 HhReadFis CVAM DO S hapeten 32 whemiR epasi. SUCCESS Dffzat: 73,7 A 632 @EReqliosekey  HELMSECURITY\Policy'S SUCCESS

424 Sochostes 124 gk FleadFis WA DO Shapstem T2 wbemiFleposi. SUCCESS Offset: 26 622 @ FiegOperkay i SUCCESS Desred Ac
4424, evehoilere 124 BhFReadFile CNwAM DO S ey sien 32 whem'F epos.. SUCCESS Oifzel; =5 - 3 3 sﬁwﬁww‘-'dw *Flicy schiD.. SUCCESS Twe REG
5424 “evchostexs 124 #h RoacFle CNWIND DWW Shapstem 32 wbemtAleposi. SUCCESS Dfsst: 286 L RAegllosskey  HRLWASECUIRIT\Polioy SLICCESS

424 svehost s 124 BhReadFie VAN DS spstern T2 whemhA eposi. SUCCE 55 Offzel: 229 4 652 @ Fiegllosekny K LMSECLIAITYPolicy SULLESS

4:424... SJevehosteve 124 BhReacFie CAWINDOWShepstem32\wbemtReposi, SUCCESS Difsel; 466 ™ 6% BReglperkay  HELMISECURITY'Polioy SuCress Dosrod Aoy
¢ ¥ E:

Showing 3,963 of 55,034 events (5.8%) Biacked by virtusl memary

Registry
Monitoring

File Monitoring
~—® Dynamic
Analysis .\ Network

@ Monitoring
File Integrity check %

C:\> fciv c:\ -r -type *.txt -shal -xml db.xml

C:\> fciv -list -shal -xml db.xml - ey

C:\> fciv -v c:\ -shal -xml db.xml S0 ABE VA BIMY aBAgm
Starting checksums verification : 01/01/2014 at 16h35'54 Tt 12 T ot

List of modified files: EE
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LMD O SN G b b wirepe...
15601 &g Froces Slert Fistars FIT!
: et Hirron OO -+ S v
c:\testing\1.txt v 10 Gl MO S 5 it
. v 1580 8 Load lmage [T ]y (R RRE PR Imegem fan
Hash is : f79cbaa6fb67d29a1636db52775de04d7479282e 21 1 G L a0 i
1500 B Loz Imags V

It should be : 7c3f425725d7d6¢c48c5243¢c45d49b928b0bbfOe7 B ==

ik of £9,623 wownds (02590 Eachad bry vt mavary

End Verification : 01/01/2014 at 16h35'54 Author: Prof Bill Buchanan




& (No Subject)
File Edit Yiew Tools Message Help
g & v 2 X G Payload Analysis
Feply Reply &l Forward Print Delete Previous

From: Bill
Date: Wednesday, Janwary 01, 2014 4:18 PM

Tt Dy nam | C
Analysis

attach: | Bd.2ip (25.4 k8)

Follow TCP Stream

Stream Conbent

Contert-Type: multipartsaltarnative;
L boundarye _MEXTPArT_001_0004_0LCFOT0C, I6A0BEED”

=_NaxtPart_001_0004_01CFO70C, 36A0BEED
content-Type: text/plain;
.charset="150-B876-1"
Content-Transter-Encoding: quoted-printable

=_MExTPart_00l_00cd_QLCFO70C, 36A0BEED
content -Type: t=-.':.-'htm: a-ler't tcp any any _> any any

charset-"150-B852-1"

Content-Transt E'—Erc:!d"ng: lqucf‘.e:l—pr"lrltable N I (Content . IIUESDBBQAAAAH ;
"'DﬂCT-/FE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN"=> " " B
ML hEAD> msg:"Malware";sid:10000)

<META hTtp- (‘_‘UIL.IJ—JE\_JIIL(-_'T -Type cortent=30"taxt heml; =
charset=30i50- B879- al-

AMETA_CONTEMT=30"MSHTHL 6,00.2900,2180" name-30GENERATOR:
£STYLE>< ASTYLE>

z /HEAD

<EODY boColor=30afFHfffs

<DIV=&NDSp; </ DT e/ BOOY > < HTHL >

12
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o
-
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7
=
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c
<

_MEXTPart_0O00_000d_01CFO70C, 36&0BEED-~-

=_NexTPart_Doo_0gos_ TI FO70C TFC.TIHFFG

o e o B 20!l cation/ecta-screan; c:\Snort\bin\Tog>type alert.ids

content-Transfer-Encoding: hasedd

Content - D'I‘SpDS'I.t on: attachment; [;‘:7,—] [1 10000 O] Ma-l ware [ 4':]

Filename="dg. 29p"

UESDEBQARAATAMONIK NZIMTBEW L AALZZ AAMGARBAZHE UZXH 1 TOT T VE7LS QABLENWC SQSWrKFUTUT [P r--l 0r1 t 0]
R3O chB L7 |:-YA-d0Jru;yP|:l9‘0nH 7rip Gxagr Furd FvmpierSo GOMARARACCKNIWC O y -

E ofg VB3I gL CENEBWDSQUT K ShaohHyoTmy 08 aERgbv3TkSERGAEDO4 v O0RECDLKAE R . .

o s R i L 01/01-16:18:08.147386 192.168.47.146:1040
= ( (s ] Y ICMa

ot CaGADkA T HATCT PRA Ty CoOebOBT  WTyRo L ST abbc CEBENA DSBS 23T v BoP -> 192.168.47.134:25

4 UOBDSEWd 1 MLwHL gKaR I0F v ZH3ur Dxef FrgaPl3616y573= 3Gr 0l SFRFICR MWy Sk csb7 2vvhmPsz

Dwnktscq J.wfnlc-\su‘hJ.PT 1;|f 'LL“:+I’UJ :h‘FLr—l 'hl:r'_IcExEE:t;ﬁ;;]y‘.:i‘Ll:l;F:IE;ﬁjPl:‘:' TCP TTL . 128 TOS . OXO ID . 167 IpLen . 20

'|:1l|:rur\-er]s.utmi:6?:ﬂh}:t:.;3 I” — - - — ngLen 1500 DF
End Savg ds prirk: ) ascn () EBCDIC ) Hex Dump ) rays (=1 Raw S

A**%%* Seq: 0x95D103A3 Ack: 0x8108851
e ] FEERRTSY in: OXFEEF TcpLen: 20
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S Registry Editar
i Bis Lol Wew Favordes Dep

FE ARG TAD AN & LM B B 1w o
u 2 schedues 3B ned auit) [akon nck sty

Far Armdt E
VR A et i et [ el per Ko ST FOLID (v deccems: 1) - ""'"_":"_"" Bhlripdg G CHRECYOLERES 1520243856031 BREEEAITA PRI, .
HiSE AT FELKD Longt: 535 (3 Securiy Center | Ludjpigynzs “CyPrcgram Fles|Messangeriemsgs. exe® jbackground
SULCESS 3 systemCertfical
SUDCEES Deared fecnt: B T wesa
WAE MOT LG rared Access:
SUCCESS Top: FER_SZ.Le = Weindcus
7 SUDCESS =] Currentiers.
AT POLRED Dimered Aons: 1] w7 docksts
SULCESS oy — 55 Cortroks
SULCESS Tope: FEG_DWT.. = 1
% SUCCESS & ] Explorer
FAAL MY TG (fmand fescas: s 2 Ext
AV DT LD Dacred e &80 Gou P
HTACueniverren . KAHE MOT FOLMD D feccess .. Ly
WTACuarendbario, . K ME M FDLND Diasred & i 23 Gepcor
HTCommrdier SUCCESS Incree fe ] trierret
HT-Comendcar., SULCESS N
et HTCumendeien . SUCCESS 5 | ot

C:\>cd RECYCLER?:_ o v PiTEs  Osddcomen “ e

bl WT-Coommrdcer. SUCCESS Iy —) =
arvorn. KAME DT FOURD Lergt 144 & 5 5
"o Type: FEG_5Z Le. S Settings
S ® = shel Exl

C:\RECYCLER>d1 r jimeii : ' = 4k

Directory of cf; _ S A . =

h 3 loarsof s 7L %] -
— — % ] Thenes
3 2 Wrenad:

01/01/2014 09:03 PM <DIR>S-1-5-21-0243556031-888888379-781863 iy
1609 . il'thu'.\nnuv
0 File(s) 0 bytes < »
1 pbir (S) 18 , 497 y 097 f 728 bytes free Hy ComputeriHEEY_OLRRENT_USERiSoftwere|HicrasoRtIindoms!umrentyersonifin

C:\RECYCLER>cd S-1-5-21-0243556031-888888379-781863308-11609

C:\RECYCLER\S-1-5-21-0243556031-888888379-781863308-11609>dir : 3 AS | 28AaE )
volume in drive C has no Tabel. i = s Bt D SUCCESE O 050

. . 5 i W SICCESS
volume Serial Number is 606D-AF42 : Bautoem o NMEMITROUSD
. el SUCCESS Comaicnl e 0020,
7 1 SUCCESS [
SUCCESS Serelpoe STy

Directory of C:\RECYCLER\S-1-5-21-0243556031-888888379-781863308-11):%: =: ] iy e LSS STy STy

ChmsionTimm B33

Diesied access £

Feayah sl s Sy Trze SpncTy
WS e dl E SprcTpee SencTy

01/01/2014 09:03 PM <DIR> .
01/01/2014 09:03 PM <DIR> ..
0 File(s) 0 bytes : _ g
2 Dir(s) 18,497,097,728 bytes free . =camn fie COMECIELENA5 1o HoR s .. &
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C:\RECYCLER\S-1-5-21-0243556031-888888379-781863308-11609>d1ir /ah . . ;
volume in drive C has no Tabel. sws. T 305 QJumyBmicls e eSS Deseim 123
volume Serial Number is 606D-AF42 Pk 4,43, 0,03 prva (2%) Bty il ey

Directory of C:\RECYCLER\S-1-5-21-0243556031-888888379-781863308-11609

01/01/2014 09:03 PM 63 Desktop.ini
09/06/2013 10:46 AM 30,342 fjpdgz.exe
2 File(s) 30,405 bytes
0 pir(s) 18,497,097,728 bytes free

C:\RECYCLER\S-1-5-21-0243556031-888888379-781863308-11609>
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Disassembly

.method private hidebysig static void Main(string[] args) cil managed
{
.entrypoint
.custom instance void [mscorlib]System.STAThreadAttribute::.ctor() = (01 00 00 00 )
// Code size 33 (0x21)
.maxstack 2
locals init (string V_0)
IL_0000: Idstr  "Whatisyour name\?"
IL_0005: call  void class [mscorlib]System.Console::Write(string)
IL_000a: call  string class [mscorlib]System.Console::ReadLine()
IL_000f: stloc.0
IL_0010: Idstr  "Hello "
IL_0015: Idloc.0
IL_0016: call  string string::Concat(string,
string)
IL_001b: call  void class [mscorlib]System.Console::WriteLine(string)
IL_0020: ret
}// end of method a::Main

Fl= Eck Jump Seoech Wew Oebugger Opions Windows  Help
PR EBEEED ek | & o B i
] D& ViewtSP | 3 108 ViewEIP | B Thieads | ) Trace| 4 General iagsters

Code
Analysis

Debugging

BOLACEFA var 3C= dword plr -2CH

BBLACEF® var_ 8= dword ptr -38h
HARHCEF B var _Hdh= dword ptr -Shh
REKACEF B war A8- dword plr -200
PONACEF® var_2C= dword ptr -2Ch E&t BRRBRARA L, [

OBRECEFA arg 17C= word ptr 1880 EES TFFODO0W Ky |of e loug BE5 : FFFORADE

BERACEFA ary 104= word pir  198h = . e
DOLACEF® arg_ word ptr 1B8h EC: BMZFFRBL, |Stack [ 0000090C] - BZFFEA

BEANHCEF A arg_1Ch= word ptr  1CE0 ECw TC9BEDDY Ly jnt 11 ol 11 zntdl]l_RiFastSy

BALACEFA arn C= word ptr 1E@h .
DOMACEF @ arg_1FC= word ptr 2000 [l N Ll ESI {08498 M1 5Ky [UP£ 14 :byte LBOSIS

BBNOCEFD arg EoBe dword ptr  PEGlapupcreR 7 |0 D04 @1800 L ipin: deord 4a10ee

:::gg: T B04OCT @8 Toc_||FEP DHT2FFAY Ly|Stack [ a0000I0C] 2 0012 FAR
BONBCE BB pushl - 3 TP

BOROCEFT now esi, oFFSEt BUL] pauncE s qu ESP BEI2FFAG L, |5 tack| QRO AC | 2 BH12FFAR

HARACEFG lea edi, [esi-BAms ﬂﬂﬁw‘ﬂn jnz FIF DBUBCEFF| Ly|sCart+F

DOLACEFE push  edi -

I EFL ARARGZF&&H
BOBACEFD now ebp, es) } vy
BOLACE B xor BAK, Bax i

®
(@)
(@)
|_
%,
(7]
>
®
C
<

(IDA Pro)

TR M
100.00% 0,00 77,3) DOWETFF O040CEFF: stat+F
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File Edit ¥iew Project Build Debug Team Data Teols YMware Test Apnalyze Window Help
Pol- =T el | %539 - - D05 P | Debug Mined Platform: | (% [ naT
: . ‘EEE;‘Z J&jqn-zﬂﬂhq;

sembly

Address: | main{void)

g e S
00 00  Ww..Ipyy. ..
fo ad . 111X6«;hd.
B4 a3 . 3A.EBP.eAdE STOCT
ff ff &, Yy SeAeER
14 04 Bi..

18 04 . . .
08 b Z.qw’ ,}iy[,ﬁ.. .
06 a2 By...Z.;0é.¢

string s;
D 1EQ Ba

I } call std::basic_s

BCHK ebp

cout <<= "ENter your names:"
EE  mon G5 GED

Memory

by - opyy. .
G0 &5 CCOTETT p_p’}‘{EU._..

xstring & Ly LR L Program.cs B

(Global Scope)
L8

string s;

COUL <= "Enter your namex>" << endl;
cin == 5;

i%)
(@)
(@)

|_

%,
wn

>
@®
C
<

ol 11} R N T

Call Stack
Eax O0ZCFEDL EBX TEFDFO00 ECH 27FZB53C " Mame
EDx = 002cF400 EST 002CcF7c4 EDI 002CFEFC - e — -
EIP 00907 0F1 ESP 002CF7C4 EBP 002CFO08 | code_forensics_cplusl3.exelmain) Line D + 0«2 bytes
EFL Q0000248 code_foremsics_cplus03.exe!_tmainCRTStartup) Line 555 + (od9 bytes

code_forensics_cplusd3, exslmainC BT S echinll Jine 371

Stack

00%EQ414 = OFE30Wy

Registers

Fl ¥
Do BREmor. B Out. B Locals J wat. B Cod.. BB Call. [ TaskList PRIl B Immediate Window
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int _tmain(int argc, _TCHAR* argv[])

{
00951380 push

00951381 mov
00951383 sub
00951389 push
0095138A push
0095138B push
0095138C Tea
00951392 mov
00951397 mov
0095139C rep

int a=1;
0095139E mov
int b=2;
009513A5 mov
int z;

z=a+b;
009513AC mov
009513AF add
00951382 mov
printf("%d",z);
009513B5 mov
009513B7 mov
009513BA push
009513BB push
009513c0 call
009513C6 add
009513C9 cmp
009513CB call

ebp

ebp,esp

esp,0E4h

ebx

esi

edi

edi, [ebp-0E4h]
ecx,39h
eax,0cccccccch
dword ptr es:[edi]

dword ptr [a],1

dword ptr [b],2

eax,dword ptr [a]
eax,dword ptr [b]
dword ptr [z],eax

esi,esp

eax,dword ptr [z]

eax

offset string "%d" (95573cCh)

dword ptr [__imp__printf (9582B0h)]

esp, 8
esi,esp

@ILT+305(__RTC_CheckEsp) (951136h)

Move
Interrupt

Add values
Subtract values

Put a value on the stack
Take it off the stack

Jump to a function
Return to where called

Compare two values

Jump if equal to zero
Jump if not equal to zero
Non-conditional jump

uP (x86 processor)

Author: Prof Bill Buchanan
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int _tmain(int argc, _TCHAR* argv[])

{
00951380 push
00951381 mov
00951383 sub
00951389 push
0095138A push
0095138B push
0095138C Tlea
00951392 mov
00951397 mov
0095139C rep

int a=1;
0095139E mov
int b=2;
009513A5
int z;

mov

z=a+b;

009513AC mov
009513AF add
009513B2 mov

ebp

ebp,esp

esp,0E4h

ebx

esi

edi

edi, [ebp-0E4h]
ecx, 39h
eax,0cccccccch
dword ptr es:[edi]

dword ptr [a],1

dword ptr [b],2

eax,dword ptr [a]
eax,dword ptr [b]
dword ptr [z],eax

EAX Cccceccc
7FFDDO00
00000000
00000001
00000000
0025F7F4
EIP = 009513A5
ESP = 0025F704
EBP = 0025F7F4
EFL = 00000202

ECX
EDX
ESI
EDI

mmmmmmmmm

AX = CCCcccce
BX = 7FFDD000
X = 00000000
PX = 00000001
5I = 00000000
PI = 0025F7F4
P = 009513AC
5P = 0025F704
BP = 0025F7F4
FL = 00000202

\

= CCCCCcCCC

7FFDDO0O0
00000000
00000001
00000000
0025F7F4
0095139E
0025F704
0025F7F4
00000202

EAX = 00000001
EBX 7FFDDO00
ECX = 00000000
EDX = 00000001
ESI = 00000000
EDI = 0025F7F4
EIP = 009513AF
ESP = 0025F704
EBP 0025F7F4

00000003}
7FFDDO00O

EAX
EBX

v
o
o
P..
0
7
>
©
c
<

T
\\\\\\\\\\\\\\\\\‘\““-~\\

printf("%d",z); EFL = 00000202 o
009513B5 mov esi,esp EDX
009513B7 mov eax,dword ptr [z] EAX = 00000003 e
009513BA push eax BN ETP = 00951382
009513BB push offset string "%d" (95573ch) ~ EDX = 00000001 Ay
. X ESI = 00000000

009513c0 call dword ptr [__imp__printf (9582B0h)] EDI = 0025F7F4 EFL = 00000206
009513¢C6 add esp,8 EIP = 00951385
009513C9 cmp esi,esp e

009513CcB call

00000000
00000001
00000000
0025F7F4

0025F7F4

0025F704
@1LT+305(__RTC_CheckEsp) (951136h) EFL = 00000206

uP (x86 processor)
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int _tmain(int argc, _TCHAR* argv[])

{
00951380 push
00951381 mov
00951383 sub
00951389 push
0095138A push
0095138B push
0095138C Tlea
00951392 mov
00951397 mov
0095139C rep

int a=1;
0095139E mov
int b=2;
009513A5 mov
int z;

z=a+b;
009513AC mov
009513AF add
009513B2 mov
printf("%d",z);
009513B5 mov
009513B7 mov
009513BA push
009513BB push
009513c0 call
009513C6 add
009513C9 cmp
009513CB call

ebp

ebp, esp

esp,0E4h

ebx

esi

edi

edi, [ebp-0E4h]
ecx, 39h
eax,0cccccccch
dword ptr es:[edi]

dword ptr [a],1

dword ptr [b],2

eax,dword ptr [a]
eax,dword ptr [b]
dword ptr [z],eax

esi,esp

eax,dword ptr [z]

eax

offset string "%d" (95573Ch)

dword ptr [__imp__printf (9582B0h)]
esp,8

esi,esp

@ILT+305(__RTC_CheckEsp) (951136h)

EAX (32 bits)
EBX (32 bits)
ECX (32 bits)
EDX (32 bits)

Code Area

ESI (32 bits)

EDI (32 bits)
EBP (32 bits)
ESP (32 bits)
Data Area

Microprocessor

uP (x86 processor)

Accumulator Register
Base Register
Counter Register
Data Register

Source Index
Destination Index
Base Pointer

Stack Pointer
Instruction Pointer
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int _tmain(int argc, _TCHAR* argv[])

{
00BF13D0 push
O0OBF13D1 mov
00BF13D3 sub
00BF13D9 push
00BF13DA push
00BF13DB push
00OBF13DC Tea
OOBF13E2 mov
OOBF13E7 mov
OOBF13EC rep stos
int a=1;
OOBF13EE mov
int b=2;
O0OBF13F5 mov
int z;
z=add(a,b);
O0OBF13FC mov
00BF13FF push
00BF1400 mov
00BF1403 push
00BF1404 call
00BF1409 add
00BF140C mov
printf("%d",z);
O0BF140F mov
00BF1411 mov
00BF1414 push
00BF1415 push
00BF141A call
00BF1420 add
00BF1423 cmp
00BF1425 «call
return 0;
00BF142A xor
}

ebp znt add(int c,int d)
222:8;2h return (c+d);
ebx }
esi
edi int _tmain(int argc, _TCHAR* argv[])
edi, [ebp-0E4h] {
ecx,39h int a=1;
eax,0cccccccch int b=2;
dword ptr es:[edi] int z:
dword ptr [a],1 ;r?g(‘:ga(l:';a"',z); Stack
dword ptr [b],2 return 0; ?H: .
} (Last-in, first
out)
eax,dword ptr [b] N
eax Push value .
ecx,dword ptr [a] onto the stack
ecx
add (OBF1091h) }nt add(int c,int d)
esp,8
000F1390 ush eb
dword ptr [z],eax 000F1391 mov ebg,esp
. 000F1393 sub esp,0cOh
€s1,esp 000F1399 push ebx
eax,dword ptr [z] 000F139A push esi
eax 000F139B push edi
offset string "%d" (OBF573Ch) 000F139C Tea edi, [ebp-0cOh]
dword ptr [__imp__printf (OBF82BOh)] |000F13A2 mov ecx, 30h
esp,8 000F13A7 mov eax,0ccccecccch
esi,esp 000F13AC rep stos dword ptr es:[edi]
@ILT+310(__RTC_CheckEsp) (0BF113Bh) return (c+d);
000F13AE mov eax,dword ptr [c]
000F13B1 add eax,dword ptr [d]
}
000F13B4 o edi
€ax, eax 000F13B5 EOE esi
000F13B6 pop ebx
000F13B7 mov esp,ebp
000F13B9 pop ebp
000F%§§A ret

RNy




Microprocessor

General purpose
registers

EAX (32 bits)
EBX (32 bits)
ECX (32 bits)
EDX (32 bits)

ESI (32 bits)

EDI (32 bits)
EBP (32 bits)

Address bus

4>

Stack pointer

ESP (32 bits)

Control bus

Instruction pointer

EIP (32 bits)

Last-in, first-out

Author: Prof Bill Buchanan

Von Neumann Architecture




Author: Prof Bill Buchanan

Forensic File Analysis

SISAjeuy alemje




Description Extension Magic Number

Adobe ITlustrator .ai 25 50 44 46 [%PDF]
Bitmap graphic .bmp 42 4D [BM]

Class File .class CA FE BA BE

JPEG graphic file .jpg FFD8

JPEG 2000 graphic file .jp2 0000000C6A5020200D0A [....jP..]
GIF graphic file .gif 47 49 46 38 [GIF89]
TIF graphic file tif 49 49 [11]

PNG graphic file .png 89 50 4E 47 .PNG
Photoshop Graphics .psd 38 42 50 53 [8BPS]
windows Meta File .wmf D7 CD C6 9A

MIDI file .mid 4D 54 68 64 [MThd]
Icon file .ico 00 00 01 00

MP3 file with ID3 .mp3 49 44 33 [1D3]

AVI video file .avi 52 49 46 46 [RIFF]
Flash Shockwave .swf 46 57 53 [Fws]

Flash video flv 46 4C 56 [FLV]

Mpeg 4 video file .mp4 00 00 00 18 66 74 79 70 6D 70 34 32
[....ftypmp42]

MOV video file .mov 6D 6F 6F 76 [....mooV]
windows Vvideo file .wmv 30 26 B2 75 8E 66 CF
windows Audio file .wma 30 26 B2 75 8E 66 CF

1)
(@)
o
—
N
(7))
>
]
C
<
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4 bytes

FILE LENGTH

[00000000]
[00000008]
[00000016]
[00000024]
[00000032]
[00000040]

Byte 0 [Should be 46 (F) or 43 (C)]: 46

Byte 1 [Should be 5% (W)]:|57

Byte 2 [Should be 53\(S)]: _
Byte 3: Version: 03 Data size
Byte 4-7: File size (bytes) é965

Next we read the next five t@ts to determine No of bit val: T /

1
o
o
|_
=
7
=
©
c
<

No of bits used (for four values+5 bits): 49
No of bytes used for fr ize: 7

Byte 15-16 Frame rate!; OPOO 0010 01 00 0011
Byte 17-18 Frame count:

Byte 19-20 Tag ID: 9 Type:Control tag - Set Bacyground colour
Data block size: 3 bytes

10 bit SWF tag

Author: Prof Bill Buchanan

sis of SWF File
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HTML file contains Javascript which
creates a document with Flash (tmp\flash.swf)
which then loads malicious Javascript

function MDAC()
{
var p = document.createElement(‘object’);
p.setAttribute('id',p);
p.setAttribute(‘classid’,'clsid:BD96C556-65A3-
11D0-983A-00C04FC29E36");
try
{
var g = p.CreateObject('msxmI2. XMLHTTP",");
var r = p.CreateObject('Shell.Application',");
var s = p.CreateObject('adodb.stream’,");

sv=new
ActiveXObject('ShockwaveFlash.ShockwaveFlas
h.9").GetVariable('$version’);

var vid = "<object width="300' height="300'
id="BridgeMovie'><param name="movie’
value="tmp/flash.swf'></param><param
name="allowScriptAccess'
value='sameDomain'></param><embed
src="tmpl/flash.swf' name='BridgeMovie'
allowScriptAccess='sameDomain’
type="application/x-shockwave-flash' width="425'
height="355'></embed></object>";

CVE-2007-0071 - Integer overflow in Adobe Flash Player 9.0.115.0 and earlier, and
8.0.39.0 and earlier, allows remote attackers to execute arbitrary code via a crafted
SWF file with a negative Scene Count value, which passes a sighed comparison, is
used as an offset of a NULL pointer, and triggers a buffer overflow — LOADFLASH.

CVE-2006-0003 - Unspecified vulnerability in the RDS.Dataspace ActiveX control, which
is contained in ActiveX Data Objects (ADO) and distributed in Microsoft Data Access
Components (MDAC) 2.7 and 2.8, allows remote attackers to execute arbitrary code via
unknown attack vectors. MDAC.

CVE-2010-0806 Use-after-free vulnerability in the Peer Objects component (aka
iepeers.dll) in Microsoft Internet Explorer 6, 6 SP1, and 7 allows remote attackers to
execute arbitrary code via vectors involving access to an invalid pointer after the
deletion of an object, as exploited in the wild in March 2010, aka "Uninitialized Memory
Corruption Vulnerability." MAKEHEAP.

//ActionScript 3.0

// package ie_fla

// class MainTimeline
package ie_fla

{

pubTlic dynamic class MainTimeline extends flash.display.MovieClip

{
public function MainTimeline()
‘1§|>» {

super();
addFramescript(0, this.framel);
return;
}

function framel():*

flash.external.ExternalInterface.call("FLASHSPRAY");
flash.external.ExternalInterface.addcallback("sendFromis",

this.recieveFromls);
flash.external.ExternalInterface.call("FLASHSPRAY");
return;

}
public function Go():*
/// code missed out here

public function recieveFromlis(argl:*):*
{

this.SWFstring = argl;

this.Go(Q);

return;
}

public var SWFstring:String;

Phoenix 2 Exploit Kit




Malware Analysis

e Code Types.
e Taxonomy.
e Classifications.

e Malware Analysis (Static, Dynamic).

e Code Analysis.
e Forensic File Analysis.

e Real Malware Analysis.
e Exploit Kit.
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