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/ero-knowledge Proof

Peggy
—
/ Registration of my proof %

. o

5475210 that you can use
>~ 5475210

Prove to me that you

still know your
password
Okay. That works.

Hello to you “Peggy”

Mypassword Register of Peggy’s

password




Fiat-Shamir heuristic - Non-interactive random oracle access

pass= Mypassword
x = Hash(pass)

y=g"

Peggy select v  ‘
Victor generates a

C random value (c)

r=v—cxX

Peggy and Victor agree on Victor computes:

g and n (prime) &Y’

x = int(hashlib.md5(pass).hexdigest()[:8], 16) % n Isame ast, Peggy is

verified

y=g**x% n



Fiat-Shamir heuristic - Non-interactive random oracle access

pass= Mypassword
x = Hash(pass)

I y,C — gV- CX X\C
gyt =g (g y=g
— gV- CX gXC
— V- CX+ CX
8 Peggy select v  ‘
= gv Victor generates a
/i/ random value (c)
r=v-—-cx

Victor computes:

r r..c
gy

If same as t, Peggy is
verified



Fiat-Shamir heuristic - Non-interac
o

n=997
text="Hello"
g= 3

print "Password:\t", text

x = int(hashlib.md5(text).hexdigest()[:8

y= pow(g,x,n)
t = pow(g,v,n)

r (v — ¢ * Xx)

Result = ( pow(g,r,n) *x pow(y,c,n))

Password:

= 997 (Prime number)

= 2000

hello

7 (Generator)

3 (Bob's random value)
(Alice's random value)

gAX mod P= 116

= 1553

=========ReSsU -I S
t=g**v % n = 147

C (@**r) * (y**c) )= = 147

Alice has proven she knows password



Fiat-Shamir heuristic - Non-interactive

1f (r<0):
I Result = ( inverse
text="Hello" else:
Result = ( pow(g,
g= 3

print "Password:\t", text

x = int(hashlib.md5(text).hexdigest()[:8], 16
y= pow(g,x,n)

t = pow(g,v,n)

r=(v - c % x)

Result = ( pow(g,r,n) x pow(y,c,n)) % n

Password: hello

======Agreed parameters============
P= 997 (Prime number)
G= 7 (Generator)

149 (Alice's secret)

531 (Bob's random value)
321 (Alice's random value)

======Shared value
gAXx mod P= 116
r= -78798

=========ReSU | tS===================
t=g**v % n = 458
C (@**r) * (y**c) )= 458
Alice has proven she knows password




Fiat-Shamir heuristic — Picking g

def pickg(p):
for x in range (1,p):

rand = x
exp=1 1ss= Mypassword
next = rand % p - Hash(pass)

while (next <> 1 ): °

next = (next*rand) % p
exp = exp+l

Peggy select v *

1f (exp==p-1): c

return rand t,fff»fff’”’””##ﬁfﬁf;

r=v—cxX

Victor generates a
random value (c)

r Victor computes:
gryc

If same ast, Peggy is
verified
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